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BBepeHue

Ha nneHapHom 3acegaHum MCO/M3K CTK 1/T1K 27 B Hoss6pe 1994 roga Obina co3gaHa uccnenoea-
Tenbckas rpynna Ans pacCMOTPEHWUs1 BOMPOCOB TECTUPOBaHUS MeTOA0B 0becneyeHns OBEPUS U OLIEHKM CO-
OTBETCTBUSA NMPOAYKTOB U CUCTEM MHAOPMALMOHHBLIX TexHonoruin (UT) ctangaptam 6e3onacHocTn MK 27 n
Opyrux opraHm3aumi (Hanpumep, ctaHgaptam K 21 n EBponeinckoro MHCTUTYTa CTaHgapToOB MO TENEKOMMY-
HUKauMsIM, a Takke HeKoTopbIM VIHTepHeT-CTaHgapTam, codepXallMM acnekTbl, CBsA3aHHble ¢ 6e3onacHoc-
Tbto). MapannensHo B Havane 1996 roga anga npoekrta «O6LWwme KpuTepum» Obina co3gaHa paboyas rpynna,
3aHMMarowascs metogamm obecnedeHms goepus. MICO/MOK TO 15443 siBnsaeTcsa pe3ynbTaTom gesTenb-
HOCTM 3TKX ABYX rpynn.

HasnaueHnem MCO/M3K TO 15443 sBnsieTca npeacTaBneHne pasnnyHbiX MEeTO40B obecneyeHnst o-
BepVs U cogencTane cneunanuctam B obnactu UT B BeiGope COOTBETCTBYOLLErO MeToda obecneveHms goBe-
pusi (MMM KOMOMHauMM MeTOAOB) C LENbi MOSyYeHUs YBEPEeHHOCTW B TOM, YTO OLEHMBAEMbI OOBLEKT
yOOBIETBOPSAET YCTaHOBMNEHHbIM TpeboBaHuam gosepus k 6esonacHoctn UT. B UCO/MBK TO 15443 usyda-
I0TCA NoAXoAbl U MeTOAbl 0becneyeHns 4OBepUs, NMPEeANOXKEHHbIE OpraHn3auusaMmn pasnmMyHoro Tuna, Hesaeu-
CMMO OT TOro, BKIOYAT N B cebsa 3T MeToAdbl U Noaxoabl YTBEPXKAEHHbIE CTaHAAPTbl UMW CTaHAapThbI
«ae-pakToy.

NCO/MBK TO 15443 paccmaTpusaer:

a) CTPYKTYPHYI MOAErb B3anMOCBA3N CyLLIECTBYIOLLMX METOA0B obecneyeHns JoBepus;

b) coBokynHOCTb MeTOAOB 0bGecneyeHnst LOBEPUS, UX OMMCAHME U CChIMKM Ha HUX;

C) npencTaBneHne obLMX 1 YHUKANbHbIX CBOMNCTB, NPUCYLLMX MeTogam obecneveHns 4OBEPUS;

d) kayecTBeHHOE U (MO BO3MOXHOCTUN) KOJNIMYECTBEHHOE CPaBHEHME CYLLLECTBYOLLMX METOO0B obecre-
YeHusa JoBepus;

€) naeHTudmKaumio CUCTEM OLIEHKN JOBEPUS, CBA3AHHbLIX C MeToaamun obecneveHus JoBepus;

f) onucaHve B3aMMocCBA3en mexay pasnMyHbIMU MeTogamMm obecneyeHns 4oBepus;

g) PYKOBOACTBO MO CO34aHut0, MPUMEHEHUIO U naeHTUMKauumn metogos obecneyeHns gosepus.

NCO/MBK TO 15443 cocTtouT U3 Tpex YacTei:

-vactb 1. O630p 1 oCHOBBI; NpeAcTaBnsAeT cobor 0630p byHAAMEHTaNbHbIX KOHLENUUA 1 obLiee onu-
caHve meTonoB obecrneyeHuss goBepus. [laHHbIi MaTepuan crnocobCTByeT MOHUMaHUK Yactenm 2 u 3
NCO/M3K TO 5443. YacTb 1 npegHasHaveHa ans pykoBogutenen B obnactn 6e30nacHOCTH, OTBETCTBEHHbIX
3a pa3paboTKy nporpaMmmMbl obecneyeHnst oBepus k 6e3onacHOCTU, onpeaeneHne cTeneHn goeepusi kK 6e3o-
MacHOCTU CBOMX OOBEKTOB, OCYLLECTBIIEHME MPOBEPKM OLEHKM cTeneHn gosepus (Hanpumep, CO 9000,
SSE-CMM (MCO/M3K 21827), ICO/M3IK 15408-3) unu gpyrmx BUAoB AeATeNbHOCTM Mo obecneveHunto gose-
pus;

-yactb 2. MeToabl oBepusi;, NPUBOAUTCS ONUcaHue pasnnyHbix MeToaoB obecneyeHus JoBepus U Noa-
XO[0B MX CBSA3W CO CTPYKTYPHOM MoAenNbio obecneyeHns Josepus kK 6e3onacHoCcTu u3 Yactu 1. AKUEHT aenaet-
CSl Ha MOEHTUMUKALMIO KaYeCTBEHHbIX XapakTepuUCTUK MeToaoB obecneyeHns gosepusd. [JaHHbIN JOKYMEHT
CrnocobCcTBYET NOHMMaHMUIO cneumanmcTom B obnactu 6esonacHoctu UT npouenypbl NonyYeHna AoBepUs Ha
pasnUyHbIX 3Tanax XM3HEeHHOro LMKa 00beKTa;

-yacTb 3. AHanM3 MeTodoB AOBEPMS; NMPMBOAMNTCA aHanM3 obecneyeHus OOBEPUSA OTHOCUTENbHO KX
pasnuYHbIX XapakTepucTuK. AHanM3 cnocobCcTByeT NPUHATUIO OpraHoM obecneyeHns JOBEPUst peLleHns Mo
OTHOCUTESBHON 3HAYMMOCTM KaXXgoro nogxona k obecneyeHmo oBepusi u BbIbopy nogxona(oB), KOTOpbINA(e)
obecneuuTt(aT) pesynbTaTthl, Haubonee cooTBeTCTBYOWMNE TpeboBaHNAM 3TOro opraHa. AHanm3 Takke cro-
cobcTBYeT opraHy obecneyeHnst 4OBEpPUS B MCMONb30BaHUN pe3ynbTaToB JOBEPUSA AN nony4vyeHnst Tpebye-
MOW yBEPEHHOCTU B 06bekTe. [laHHbIN AOKYMEHT NpeAHa3HayeH ang crneumanuctoB B obnacty 6es3onacHocTu
UT, koTopble AOMKHbI OCYLLLECTBUTb BbIOOP MeTOAOB obecneveHnss 4OBEPUS 1 NOAXOO0B K HUM.

B MCO/M3K TO 15443 aHanuaupytoTcss meToabl obecnevyeHns JoBepuUsi, KOTOpble MOTyT NpeaHasHa-
yaTbCs He Tonbko Anst 6esonacHoctu UT, ogHako pykoBoacTso, npusegeHHoe B UCO/M3K TO 15443, orpaHu-
ynBaetca TpeboBaHmamU k 6esonacHocTn UT. B UCO/MBK TO 15443 BkntoyeHbl 4ONOMHUTENbHbIE TEPMUHbI
N NOHATUSA, pernaMeHTUPOBaHHbIE B APYrnMX UHMUMaTnBax MexagyHapogHon ctangaptusaumm (CASCO) n mex-
OyHapogHbIx pykoBogcTBax (Hanpumep, B PykoBogctBe 2 WCO/MOBK), opgHako npeacTtaBneHHoe B
NCO/M3K TO 15443 pykoBOoACTBO NpeaHa3HayYeHo TorbKo Anst obnactn obecneveHuns 6esonacHocTn UT n He
npegHasHayeHo Ans obLlero MeHeQ>KMEHTa U OLEHKM KadecTBa unmn obecneveHms cootsetctaus UT TpeboBa-
Huam 6e3onacHoOCTU.

v
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HAUMWOHANBbHBIUW CTAHOAPT POCCUMNCKOWN OERJREPALMUMN

UHdopmaumoHHas TexHonorus
METOAbI U CPEOCTBA OBECNEYEHUA BE3OMNACHOCTU
OcHoBbI goBepuA Kk 6esonacHocTu UT
YacTtb 1
O630p U OCHOBBI

Information technology. Security techniques. A framework for IT security assurance. Part 1. Overview and framework

Harta BBegeHusa — 2012—07—01

1 O6nacTtb NnpMMeHeHus

1.1 Ha3HaueHue

HacTtoawun ctangapT npeaHasHadyeH ansg onncaHna MetofgoB obecneveHns gosepus K 6e30nacHOCTH,
COOTHEeCeHUs ux ¢ 6a3oBON MOAENbIO XXU3HEHHOIO LiMKa 00beKTa U Knaccudukaumm MeTogoB obecneveHus
JoBepus Ans nNonyvyeHUs BbICOKOW CTEMEHM YBEPEHHOCTU B (PYHKLMOHAMbHbBIX BO3MOXHOCTAX obecneyeHns
GesonacHoOCTN o6bekTa.

1.2 Nopxon

B HacTosilweM cTaHgapTe NpeacTaBneH KpaTknin 0630p OCHOBHbLIX MOHATUI obecneyeHnst 4oBepus u Tep-
MMWHOB, HEOBXOAMMbIX A1151 TOHUMAHUSA U NPUMEHEHNST METOL0B 0becneyeHns 4oBepUsl, NOCPEACTBOM MAEHTU-
duKkaumm pasnmyHbIX NOOX0O0B U CTaauin obecneveHns oBepus.

1.3 MpumeHeHune

Knaccudmkauns metogoB obecneyeHms gosepusi ¢ ydetom TpedoaHmn MCO/M3K TO 15443 nossonset
nonb30BaTernto OCYLLIEeCTBMNATL BbIGOP M BO3MOXHOE coYeTaHne MeTodoB obecneyeHns AoBepust, KOTopbIe Lie-
necoobpasHo NPUMEHUTb K KOHKPETHOMY OOBLEKTY.

1.4 Cdepa npumeHeHus

HacTosawun CTaHOapT COAEepPXUT PyKoBOACTBO MO KJ'IaCCI/Id)MKaLI,I/II/I MeToaoB obecneyeHus aosepud,
BKIno4Yaa MeToabl, HeCFIeLI,I/Id)W-IHbIe ans obecneyveHus 6esonacHoctn UT. HacTtosiwee PYKOBOACTBO MOXEeT
NPUMEHATBLCA AaXe B obnacTsx, He cBsi3aHHbIX ¢ 6e3onacHocTbio T, HO KPUTUYHbIX K obecneyeHunto aooBepuA.

1.5 OrpaHu4yeHusn

TpeboBaHWs HACTOsLLEro cTaHaapTa NPUMEHSIIOT TONbKO K 06bekTaM, ykazaHHbIM B 4.3 1 cBA3aHHbIM C
HUMW OpraHn3aLMoHHLIM BONpocaM obecnedeHunst 6e3onacHoCTy.

2 TepMuHbI U onpeaeneHus
B HacTodleM CTaHOapTe NpuMeHeHbl crieayrwmne TepMnHbl C COOTBETCTBYHOLLMMU onpeaeneHnamm:

MpumeyaHn e — TepmyHbl M oNpegeneHns npeacTaBneHsl B 0bwem Buae ans noaaepxku obwen mogenv ao-
BepUsi, NpeCcTaBNeHHON B HACTOsILLEM CTaHAapTe, B Liensix obecneveHns ee NpMMEHMMOCTY K LLMPOKOMY PsiAy NOAXOA0B
obecneyveHns aoBepusi.

B NCO/M3K TO 15443 npumeHeHbl TEPMUHBI U onpeaeneHns, obecneyrBatoLLme HeEUTPanbHOCTb CTPYKTYpbI obec-
neyeHus JOBEPUS M ee MPUMEHNMOCTb ANA LWMPOKOro psga MetoaoB obecneyeHus gosepus. [ng aToro NnpuMeHAnncb
TEPMUHbI U3 MEXAYHapOoAHbIX CTaHAapTOB, B YACTHOCTY Ansi NOAAEPXKKM COBMECTUMOCTU HACTOSILLLEro cTaHaapTa € YacTs-
mu 1—3 MCO/M3K 15408 n cepuein ctaHgapToB MCO 9000.

Mpu HanMYMKM HeckonbKUX onpeaeneHnii 4 OAHOMO M TOro XKe TepMMHa BHavare npeacTaBieHo OCHOBHOE onpese-
neHue, cootetcraytollee uenam MCO/MBK TO 15443. AnbTepHaTuBHbIE onpeaeneHuns, BblAeNeHHbIE KYpCUBOM, CHMTa-
10T NPUMEHNMBIMW TONBKO B KOHTEKCTE MX UCTOYHMKA.

UspaHune ocpuumanbHoe
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2.1 atrectauums (accreditation): lNMpoueaypa, nocpencTBOM KOTOPON oduLmarnbHbIA opraH dopMarnbHO
Npu3HaeT, yTBEPXKOAET U NPMHUMAET OCTATOYHbIN PUCK:

a) 0ng aKkcryamayuu asmomamu3uposaHHol cucmemMbl 8 orpedesieHHOM 6e30MacHOM pexxume ¢ uc-
rosib3o8aHuUeM 3adaHHo20 Habopa mep be3onacHocmu.

[adanmuposaHo u3z AGCAJ;

b) moeo, ymo opeaH unu nuyo, obecriequsarowee bezonacHocms, doCMamo4YHO KoMrnemeHmHbi 051
8bIMO/IHEHUS] KOHKPEeMHbIX 3a0ay

[adanmuposaHo u3 Pykosodcmea 2 UICO/MOIK] u

c) moezo, Yymo ycryea no obecrniedeHuto besonacHocmu coomeemcmeayem ripedonpedenieHHoU cpede
MPUMEHEHUS.

2.2 nogxoa (approach): Metog wnu onpegeneHHble AencTBusa (Mpoueaypbl), UCNonb3yemble Unu
npeanpuHMMaemMble A5 BbINOMHEHWS 3a4aHus N peLleHns 3agadu.

2.3 oueHkKa (assessment): Bepudukaums oueHMBaemoro oobekrta 4oBepus C MOMOLLbIO COOTBETCTBY-
IOLLIero Noaxoda C Lerbio yCTaHOBIEHWS COOTBETCTBMS CTaHA4ApTy M onpegeneHns cteneHn (ypoBHs) goBe-
pus.

2.4 poBepwue (assurance): BbinonHeHne COOTBETCTBYIOWUX AEWCTBUA UNKU npoueayp Ans obecneve-
HWUSi YBEPEHHOCTM B TOM, YTO OLIEHMBAEMbIN OOBLEKT COOTBETCTBYET CBOMM Liensim 6e30onacHocTu.

a) ocHosaHue 0rid y8epeHHOCMU 8 MOM, YmMO CyWHOCMb omeeyaem c8oUM Uersiam 6e3onacHocmu.

[MCO/MOK 15408-1]

2.5 nopxop Kk obecne4veHuto aoBepus (assurance approach): 'pynnmpoBaHue meTogoB obecneye-
HWS JOBepUsi B COOTBETCTBUU C UCCeQyeMbIM acrneKkToM.

2.6 aprymeHT goBepwus (assurance argument): COBOKYNHOCTb CTPYKTYPUPOBaHHbLIX YTBEPXKAEHUN O
[OBepun, NoAaepKMBaeMbIX CBUAETENbCTBOM 1 060CHOBaHWEM, KOTOPbIE HarnsgaAHO AEMOHCTPUPYHOT TO, Kak
6binn yooBneTBopeHbl TpeboBaHNs JOBEPUS.

2.7 oueHka poBepwua (assurance assessment): Bepudumkauns n dukcnposaHue Bcex BUAOB U pesyrib-
TaTOB 0becneyeHns oBepPUst, CBA3aHHBIX C OLeHNBaeMbIM OB BHLEKTOM (NPUOBLLEHHBIX K apryMeHTy AoBepus).

2.8 opraH obecneyeHus goBepma (assurance authority): Jluo nnm opraHmsauusi, ynoriHoMOYEHHbIE
npuvHUMaTh pelleHus (HanpyumMep, no Beibopy, cneumdukaunm, NPUHSATUIO, KOHTPOSIO 3a UCMOMHEHNEM), CBSI-
3aHHble ¢ obecnevyeHnem LOBEpPUs K OLleHMBAaeMOMY OOBEKTY, UTO OQHO3HAYHO NPUBOAMUT K (HOPMUPOBAHMIO
yBEPEHHOCTN B 6€30MacHOCTM faHHOro obbekTa.

MpunMeyaHUne— B KOHKPETHbIX CUCTEMAX M OpraHM3auusix NOHATUE «opraH obecneyeHns JOBEPUs» MOXET
MMETb ApYyroe 3Ha4YeHue, Hanpumep, «opraH OLEHKM.

2.9 cBuaeTenbCcTBO 06ecneyvyeHusi goepus (assurance evidence): PesynbTaThl aHannsa obecneve-
HWs1 [OBEPUS K OOBEKTY (BKITHOYas UTOroBble OTYEThI UNn Apyre o60CHOBaHWS), Nog4epKMBatoLne yTBEpXKae-
H1e O OoBEpUMN.

2.10 ypoBeHb aoBepus (assurance level): CteneHb JOBepus, COOTBETCTBYHOLLAA CneLnansHON LKa-
ne, npumMeHsieMon B meTofe obecnevyeHus 4oBepust.

MpumedyaHus
1 YpoBeHb JOBEPUS HE N3MEPSAETCS KONMYECTBEHHBIMW NOKa3aTensaMu.
2 CreneHb JoBepus 00bIYHO onpeaenseTcs yCunmsamMm, 3aTpadeHHbIMY Ha BbINOSTHEHUE onpeaenieHHbIX JeNCTBUN.

2.11 meTop ob6ecneyvyeHus goBepma (assurance method): OGwenpnsHaHHaga cneundunkaumsi nony4ve-
HWsi BOCMPOU3BOANMBIX pe3ynbTaToB obecrneyeHmns 4oBepus.

2.12 xapaktepucTuka obecne4vyeHus pgoBepus (assurance property): NapameTp metoga obecneve-
HUS JOBepUsi, CNOCOOCTBYHIOLLMIA MNOYHEHMIO Pe3ynbTaToB JOBEPUS.

2.13 pesynbTaT 06ecneyeHus goBepus (assurance result): [JokyMeHTUpPOBAHHOE YMCITOBOE UITN KO-
nn4ecTBeHHOE yTBepXaeHne 06 obecneyeHnn goBepusi, OTHOCSLLEECH K KaKOMY-NTMBOo oLueHnBaemMomMy 06b-
eKTy.

2.14 cuctema obecneuyeHus gosepus (assurance scheme):. OpraHnsaunoHHO-NpaBoBas CTPYKTYpa,
B pamkax KOoTopoi MeToa obecneveHns JOBEPUSI NPUMEHSIETCSt opraHoM obecneyeHunst 4OBEPUst B Npeaenax
onpeaeneHHoro coobLecTBa Unu opraHnsauuu.

a) opeaHuU3aUUOHHO-Npasosasi cCmMpykmypa, 8 pamkax komopoli e onpedesieHHOM coobujecmee opeaHb!
oueHKu npumeHsitom mpebosaHusi MCO/MOK 15408.

[MCO/MOIK 15408-1]
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2.15 cragusa obecneyeHus goBepua (assurance stage): Ctagus XXM3HEHHOrO LMKIa OLIEHMBAEMOrO
00bekTa, Ha KOTOPOW UCMNONb3YeTCs 3adaHHbIN MeToq obecneyveHnsa goepus. Npu obecneyeHnn obLero ao-
BEPUSA K OLleHMBaeMOMY OOBEKTY y4MTbIBaOTCH pe3ynbTaThl peanv3aunm MeTogoB obecneyeHns OoBepus,
NMPMMEHSAEMbIX Ha BCEX CTaQUSAX ero XXU3HEHHOro LMKna.

2.16 cBmpeTenbCTBO AoBepuA (assurance evidence): [JoKkyMEHTUPOBaHHbIE pe3ynbTaThl, NPeacTaB-
NEHHble AaHHBbIMW, MOJTyYEHHbIMW MPU aHanu3e OOBepusi K oueHMBaeMOMy OOBLEeKTy, BKMYasd OTYeThbl
(obocHOBaHUSA) B NOAOEPXKKY YTBEPXKOEHUS] O LOBEPUN.

217 ceptudmkauums (certification): Npoueaypa Bblgaum oumumansHOrO NOATBEPXKOEHMUS O COOTBET-
CTBUU OLIEHMBAEMOro 0b6bekTa yCTaHOBNEHHbIM TpeboBaHuaM. CepTudmkaumsa MOXeT NPOBOANTLCSA TPETLEN
CTOPOHON.

[apanTnposaHo 13 Pykosoactea 2 UCO/MO3K]

a) sbl0ayva ohuyuanbHO20 MoOMeepXOeHUSs Pe3ysbmamoes OUEeHKU U rpasuibHOCMU NPpUMEeHEHUS Kpu-
mepues OUeHKU.

[CmaHdapm ITSEC]

b) npouecc cepmugpukayuu gensgemcs He3agucuMoU rPo8epPKoU pe3yribmamos oyeHU8aHuUs, pUeoods-
wel K rosly4eHUt0 OKOHYamesibHO20 cepmugbukama usu ymeepXOeHUs.

[NCO/MOK 15408-1]

C) 8CECMOPOHHSIS OUEHKa MEXHUYECKUX U HEMEXHUYECKUX Xapakmepucmuk 6e3onacHocmu cucmembl
UHGbOpMayUOHHbIX mexHos1o02ul, ocyuecmerneHHas 8 NModdepxKy cepmuchukayuu, Komopasi ycmaHaenuea-
em cmereHb cooMmeemcmeusi cucmemMbl yecmaHo8/1eHHoU nonumuke 6ezonacHocmu.

[AGCA]

2.18 yBepeHHoOCTb (confidence): Y6exXaeHHOCTb B TOM, YTO OLleHNBaeMbI 06beKT ByaeT dyHKLMOHN-
poBaTb B COOTBETCTBUM C 3a4aHHbIM UM YCTAaHOBMEHHLIM NOPSIAKOM (TO eCTb KOPPEKTHO, HafexHo, achdek-
TMBHO, B COOTBETCTBMM C NOMNUTMKOI Ge3onacHocTw).

2.19 oueHnBaeMbin 06bekT (deliverable): MpoaykT, cuctema, ycnyra, npouecc 6esonacHoctn UT nunm
COCTaBHOW 3nemMeHT cpebl PYHKLMOHUPOBaHUSA (CBA3aHHbIA, HaNpUMep, C NepcoHasnom, opraHu3aumen) unm
OpYyron o6BbEKT, NOCTaBNAEMbIN A58 OLEHKN JOBEPUSA. TakuM 0O BLEKTOM MOXET ObITb NPOMUNb 3aLUNTbLI UK
3agaHue no 6e3onacHocTu, onpegeneHHble B MICO/M3K 15408-1.

Mpnumeyanune—BKCO9000:2000 ycnyra (cepBuc) cuntTaeTcs OgHNM U3 TUMOB NPOAYKTA U B CEPUN CTaHaap-
ToB CO 9000 ncnonb3yeTcsa coyeTaHme «nNpoaykT u/unu ycnyray.

2.20 oueHuBaHue (evaluation): OueHka oLeHMBaeMoro obbekTa Ha COOTBETCTBME YCTAHOBMEHHBIM
KpuTepuam (agantupoBaHo ns MICO/M3K 15408-1).

a) cucmemamuyeckoe oyeHugaHue (OyeHuUsaHUe Kadyecmea) cmerneHu, 8 Komopou Jioaudeckull 06b-
€eKm crocobeH 8bIMNoHAMb yCMaHOo8/1eHHbIe MpebosaHUs.

[NCO/MOK 14598-1]

2.21 rapanTtua (guarantee): Cm. onpegeneHvne «rapaHTuiHoe obssatenscTeo» B 2.36.

2.22 npopykt 6e3onacHoctu UT (IT security product): CoBoKynHOCTb NporpamMmMHbIX, NPOrpamMmMHo-an-
napaTtHbIX W/unu annapatHbix cpeacTs UT, npegocrasnaiowasa onpeneneHHble (OyHKLMOHaNbHbIE BO3MOX-
HOCTW U NpeAHa3HavYeHHas ans HenocpeaCcTBEHHOIO UCMOb30BaHUSA UMK BKITOYEHNS B pa3fiiHble CUCTEMBI.

[MCO/M3K 15408-1]

2.23 cTtagmsa xusHeHHoro uukna (life cycle stage): Nepuoa XXN3HEHHOrO LKA OLEHMBAEMOro 00 bEK-
Ta, CBSI3aHHbIV C €ro onpegeneHHbIM COCTOSIHUEM.

a) nepuod e npedenax XU3HEHHO20 YUK/ia cUCmeMbl, OMHOCAUWULCS K COCIMOSIHUIO CUCMEMHOZ0 Oru-
caHus unu HerocpedCcmeeHHO K camoli cucmeme.

[MCO/MOK 15288]

2.24 npepbicTopus (pedigree): HedopmanbHOe Npu3HaHue Toro, YTo NocTaBLLmMK obecrneynsaeT co-
OTBETCTBYIOLLYIO BOCMPON3BOANMOCTb OLIEHMBAEMbIX OOBEKTOB, KOTOPbIE YAOBMETBOPSOT TpeboBaHMAM nX
NonNUTUKM 6€30NacHOCTM NN PYHKLNOHNPYIOT B COOTBETCTBMM C 3asiBNIEHNEM NOCTaBLUMKa (NpeabiCTOpuUs siB-
nsetca bakTopoM cpenpbl, CBA3aHHbIM C MOCTaBLLMKOM UIM OLleHUBAEMbIM OOBEKTOM).

2.25 npouecc (process): YnopsigodeHHast COBOKYMHOCTb AENCTBUM, MCNONb3YoLLasi pecypcbl 4ns npe-
0obpa3oBaHnsi BXOAHbIX JaHHbIX B BbIXOOHbIE.

2.26 poBepwme K npoueccy (process assurance): [loBepue, OCHOBaHHOE Ha pesyribTaTax OLUeHKM npo-
uecca.

2.27 npoaykT (product) — Cm. onpegeneHve TepMrMHa «OLEHNBAEMbI OOBEKT».
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2.28 cucrtema oueHku (sheme): CoBOKYNnHOCTb NpaBuIl, ONpeaensitoLmnX yCroBusa cpeabl, Heobxoam-
Mble A5l NPOBeAEHMUS] OLLEHKM, BKIIOYAs KpUTEPUM U METOLOOIMIO.

[ApantupoBaHo 13 MCO/M3K 18045 (O6wasa meTogonorms oueHkn)]

2.29 6e3onacHocTb (security): Bce acnekTbl, CBA3aHHbIE C ONpeaeneHnem, AOCTMXKEHNEM U Noaaep-
»KaHMeM KOHUAEHUMANBbHOCTM, LLEeNOCTHOCTU, AOCTYNHOCTU, NOAOTYETHOCTU, aYTEHTUYHOCTM U LOCTOBEP-
HOCTMW.

n pnMmedyaHne — CuunTarTcs 3alnLLeHHbIMY 40 TeX nop, Noka nx nonb3oBartenu mMoryT ObITb YBEPEHHbIMU B NX
AOJNKHOM (byHKLI,VIOHVIpOBaHVIVI. 3almLEeHHOCTb npoaykra, CUCTeMbl Unn ycnyru 06bI4HO paccmMmaTpuBaeTCAa B KOHTEKCTE
OLUEeHKN (baKTM‘-IeCKI/IX nnn oxngaembix yrpoas.

a) crnocobHocmb npoepamMMHO20 NMPodyKma 3awumume UHGopMayuro U 0aHHble mak, Ymobbl Heyrori-
HOMOUYEHHbIEe Jluya Unu cucmeMbl He MOo2/1u Ux cyumams uniu Mooughuyuposams, a yrnosTHOMOYEHHbIE — He
ronyyanu 6bl omka3 8 ocmyrne K HUM.

[MCO/MOK 9126-1]

2.30 oueHka 6e3onacHocTu (security assessment): Bepudukaumsa COOTBETCTBUSA 3aLLUMLLEHHOTIO OLe-
HMBaemoro obbekTa TpeboBaHusAM cTaHgapTa 6e3onacHoOCTM, UCNONb3ys COOTBETCTBYIOLWMIA MeTog obecne-
YyeHusa 6e3onacHoOCTM 1 onpedeneHns goBepust K 6e3onacHoCTu.

a) nocnedHul smar rpoyecca oUeHKU rnpodykma.

[MCO/MOIK 14598-1]

2.31 anemeHT 6e3onacHocTy (security element): Hegenumoe TpeboBaHue 6e3onacHocTu.

2.32 ycnyra (service): CBsA3aHHble ¢ obecneveHnem 6e30MacHOCTM NpoLecc nnn 3agava, BbiNonHgae-
MbIi UK peLlaemas oLeHMBaeMbIM OO LEKTOM, OpraHn3aLmen M KOHKPETHBIM SINLIOM.

2.33 npaBoobnapatensb (stakeholder): CtopoHa, umeroLlaa HeKOTopble NpaBa, akLmu1, a Takke akTu-
Bbl, MOOBEPKEHHBLIE PUCKY MO OTHOLLEHWIO K OLLlEHMBAEMOMY OBBEKTY UMK UX XapaKTEPUCTUKaM, OTBEYaIOLLUM
NoTPEBHOCTAM U OXXUAAHUSIM 3TOM CTOPOHBI.

a) cmopoHa, enaderouwjas npasom, dosed unu akmueoM 8 cuCmeMe ¢ xapakmepucmukamu, omeeyaro-
wumu nompebHocmsam U oxudaHUsiM 3moli CIMOPOHbI.

[MCO/M3BK 15288]

2.34 cuctema (system): Cneuudmyeckoe sonnowieHne NT ¢ KOHKPETHbIM Ha3HaYeHNEM U YCITIOBUAMM
akcnnyaTaumn.

[MCO/M3IK 15408-1]

a) KoMbuHayusi e3aumoodelicmeyrLuX KOMITOHEHMO8, Op2aHU308aHHbIX Or1s1 G0CmUuXXeHUsT 00HOU umu
HECKOIbKUX rocmassieHHbIX yersed.

[MCO/MOK 15288]

MpumevaHuns

1 Cuctema MoOXeT paccmaTpyBaTbCH Kak NPOAYKT UMM COBOKYMHOCTb YCNyr, KOTOpble oHa obecneynBaer.

[MCO/M3K 15288]

2 Ha npakTvike nHTepnpeTaums AaHHOTO 3a4acTyto YTOYHAETCS C MOMOLLbIO acCOLMaTUBHOIO CYLLECTBUTENBHOrO,
Hanpumep, «cuctema camorneTa». B HEKOTOpbIX Criyyasix CNoBo «cucTemay JonyckaeTcs 3aMeHsTb, Hanpumep, KOHTEKCT-
HbIM CUHOHMMOM «CaMosIeT», XOTS 9TO MOXET BMOCNeACTBUM 3aTPYOHUTb BOCNPUSATUE CUCTEMHbBIX MPUHLMMOB.

[MCO/M3K 15288]

2.35 Xun3HeHHbIN LUMKN cucTembl (system life cycle). Pa3Butue paccmatprvBaemon cUcTeMbl BO Bpe-
MEHW OT 3aMbicria 4O CNNCaHUS.

[MCO/M3K 15288]

2.36 rapaHTUiHOe obsA3aTenbCTBO (Warranty): Ycnyra (cepsuc) 6e3onacHocTn, cBa3aHHasi(bli) ¢ Kop-
PEKTUPOBKaMM U yNy4dLLEHUAMUN B YacTuK SKCNnyaTaumm (passepTbiBaHUS, OYHKLMOHMPOBAHUA UITM JOCTaBKM)
OLeHNBaeMOro obbekTa, ecriv OHM He COOTBETCTBYHOT €ro NonmMTuke 6e3onacHoOCTy.

2.37 pabou4as npogykums (work product): Bce anemMeHTbl (TO eCTb AOKYMEHTbI, OTYeTbI, dharinbl, AaH-
Hble U T. A.), NofyYeHHble B XOA€E BbINOJIHEHMS NoOOro npouecca no paspaboTke 1 NOCTaBKe OLEHMBAEMOTO
obbekTa.

[SSE-CMM (MCO/M3K 21827)]

a) pesyribmam 8bIrnofHeHUs co80KynHocmu delicmeul, Ucronb3yowux pecypchl s npeobpasosaHusi
8XO0HbIX OaHHbIX 8 8bIXOOHbIE.

[NCO 9001]
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3 O603Ha4YeHuA 1 coKpalleHus

BSI — HeMeLKoe areHTCTBO MHpopMaLMOHHOM Be3onacHoCTy;

CASCO — komuteT NCO no oueHke COOTBETCTBUS;

CEM — obLLas MeToaonorust OLIEHKK;

CMM — MOAENb 3peNoCcTN BO3MOXHOCTEN;

CSE — WHcTuTyT 6e3onacHocTM KOMMyHMKaumi (kaHagckas OpraHusaums no 6esonacHoctu UT);

CTCPEC — KaHagcKkue KpUTepun OLLEHKM HaJeXHOoro NporpaMMHOro npoaykra (m3gasaemble CSE);

ITSEC — €BPONENCKNIA CTaHAapT OLEHKM 6e30NacHOCTU KOMMbIOTEPHBIX CUCTEM;

ITSEM — METOAO0JI0MMs OLEHKN 6e30MacHOCTM MHAPOPMALMOHHBIX TEXHOSOMIA;

HCD — MPOEKTMPOBaHME, OCHOBaAHHOE Ha y4aCTUKN YenoBeka;

NSA — AreHTCTBO HaumoHanbHom 6e3onacHoctn (CLLUA);

SE-CMM — MOJEenNb 3PEeriocTM CUCTEMHOIO NPOEKTMPOBAHUS (MOLENb TEXHOMOMMYECKOW 3pEnoCcTh ABNS-
€TCs TOProBbIM 3HAKOM yHuBepcuteTa KapHern MenoHa);

SSAM® — MeToaornormns oueHkn B cooteeTcTBun ¢ SSE-CMM;

SSE-CMM® — [poekTupoBaHue cuctem besonacHoctn — Mogenb 3penoctu npouecca WCO/M3K 21827;

TCSEC — KpUTEPUN OLEHKN JOBEPEHHbLIX KOMMbIOTEPHbLIX CUCTEM,;

TREP — [oBepeHHasi nporpamMma oueHnsaHus npoaykra (ctaHgaptel TCSEC n CTCPEC);

A3B (AST) — abcTpakTHoe 3agaHue no 6e3onacHoCTy;

NUCO (ISO) — MexayHapoaHas opraHusaums no ctaHgapTusauum;

UT (IT) — MHdOpPMaLNOHHAs TEXHONOIUS;

36 (ST) — 3agaHue no 6e3onacHocTn (onpegeneHo B MICO/MOK 15408-1);

M3K (IEC) — mexgyHapogHas afiekTpoTexHUu4eckasi KOMUCCUS;

OO (TOE) — obbekT oueHkn (TepmuH, cneuudmyHbii ansa VCO/MOK 15408 u onpegeneHHbin B
NCO/M3K 15408-1);

Mn3 (PP) — npodounb 3awuTsl (onpeaeneHo B MCO/M3K 15408-1);

CTC (SCT) — cTporoe TecTnpoBaHune Ha cooTBeTcTBME (TpeboBaHuAM Ge3onacHoOCTH).

4 O6Lwme NoHATUA

HacTosawun pasgen coaepxnT obuime noHATNS obecneveHus [oBepua n npegHasHa4vyeH ana onpegerne-
HUA NPUMEHUMOCTU 3TUX NOHATUI K 0BecneYeHnto noBepud K 6e3onacHoctu AT B Lenom. an/IBED,eHHbIe B Ha-
cToduwemM pasgene noHATUA UCNOoNb3yTCA B LUMPOKOM CMbICIle, a HEe OTHOCATCA HenocpeaCTBEHHO K
obecneveHnto 6eszonacHoct T nnn oueHke COOTBETCTBUS.

4.1 HeobxogumocTb goBepuA

Cuctembl T Bcneacteue owmnbok 1 ya3BumocTern nogeepxeHbl C60sM 1 HapyLeHnsim B obecnedeHun
6e3onacHOCTU. TN OLUNGKM N YSI3BUMOCTM MOTYT ObITb CNEACTBMEM HaCTOrO U3MEHEHNSI TEXHONOMMIA, OLLMDOK
onepaTopa, HeyaAOBNeTBOPUTENbHbLIX TEXHNYECKNX TpeboBaHMN 1 opraHM3auum NpoLeccoB pa3paboTku nnu
pes3ynbTatoM HedoOoLeHKM yrpo3. Kpome Toro, npoBogAaTcs Mogudukaumm cuctem, NosiBASIOTCA HOBble de-
heKkTbl U aTakm Ha cUCTeMbl, CNOCOBCTBYIOLLME YBEMNUYEHUIO YMCa ya3BUMOCTeN, cboeB 1 HapyLleHun obec-
neyeHns 6e30NacHOCTN B TEYEHNE BCEro XMU3HEHHOro Lmkna cuctemol AT.

O6bI4HO 6e30LWMBOYHOE 1 yCcToMUMBOE (DYHKLMOHUPOBaHWE cuctemsl T B pamkax npuemneMsbix orpa-
HUYEHWI MO CTOMMOCTU U BPEMEHU HEBO3MOXHO OCYLLIECTBUTL B TEYEHWE BCErO €€ XU3HEHHOTO UuKna Bcnea-
cTBMe owunbok wnu HegocMmoTpa onepaTopa, OTkasa Kakoro-nMbo KommnoHeHTa obopyaoBaHWs uUnu
HecoBepLUEeHCTBa MexaHU3MOoB obecrneveHns 6esonacHocTn. B gaHHOM cuTyaummn noyYTU HEBO3MOXHO rapaH-
TMpoBaTb 6€30WNBOYHOCTb, YCTOMUYNBOCTL M BEe30NacHOCTb (PYHKUMOHMPOBaHNS cucTemsbl UT.

B coOoTBETCTBUM C BbILLEN3NOXEHHBIM OYEBUAHO, YTO OLLUMOKM, YS3BMMOCTU U PUCKW, NO-BMOUMOMY, Oy-
AyT BCcerga CyLecTBoBaTb M UBMEHATLCSA Ha BCEX CTaaMsX XXM3HEHHOTO LMKna oleHmBaemoro oobekra. Crie-
[oBaTenbHo, owMbKaMm, ya3BUMOCTAMW U pUckamMun Hago ynpaBsnsaTb B NpeAenax gonyCcTUMbIX MapaMeTpoB B
TeueHMe XN3HEHHOro LyMKNna oLeHMBaemMoro obbekTta, MHaye goBepue Kk Hemy ByaeT naMeHsaTbes. 3agayamm
npu NpoeKTMpoBaHMu 1 ynpaeneHun 6esonacHocTbio VT sienatoTcs obecneyeHne MeHeaxMeHTa puckoB 6e30-
MacHOCTM NocpeacTBOM OcrabneHust ysi3BUMOCTEN U Yrpo3, UCMOMb3ysi TEXHWYECKNe U OpraHn3aumoHHble
Mepbl 6e30MacHOCTU C Lienbio obecneyeHnss 4OCTaTOMHO NPUEMITEMOrO YPOBHS loBepus K 6e3onacHOCTH oLle-
HMBaemoro obbekTa. [lononHuTenbHONM 3agaven ynpasneHns 6esonacHocTelo VT aBnseTca ycraHoBneHue
npuemMnemMoro ypoBHs AoBepust obecneveHns MeHepKMeHTa pycka. Takum obpaszom, npaBoobnagaTenu, cBs-

5
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3aHHble ¢ cuctemon UT, nonyvat 060CHOBaHHYH YBEPEHHOCTL B TOM, YTO OLleHNBaEMbI 06bekT OyaeT dyHK-
LMOHMPOBAaTb B COOTBETCTBUM C HAMEYEHHBIM U YTBEPXKOAEHHBIM MaHOM, C MPUeMemMbiM PUCKOM M B paMKax
GrogxeTa. C ToUkM 3peHns 6e30nacHOCTM 3TO O3Ha4YaeT YBEPEHHOCTb B OCYLLECTBIIEHUN OLeHMBaeMbIM 00b-
€KTOM MPUHATON NoNuTUKM 6esonacHoOCT.

4.2 Otnuyne poBepusi OT YBEPEHHOCTHU

CnenyeTt OTMETUTB, YTO «OOBEPUE» N KYBEPEHHOCTb» HE ABMAKTCA MAEHTUYHBIMU U B3aMO3aMeHsie-
MbIMK. O4YeHb 4acTo M3-3a UX TECHOW B3aVMOCBS3WN MOHATUS UCMONb3YIOTCA HenpaBuibHO. BaxHo, 4TOObI
nonb3oBaTesb MOHMMan pasnuyne Mexagy 3TUMU MOHATUAMWU. YBEPEHHOCTb C TOYKM 3pEHUS OTAENbHOro nmua
cBsi3aHa c ybexxaeHuem, 4To oH obnagaeT 4OBEpPMEM K OLleHMBaeMOMY OOBbEKTY, Toraa Kak JoBepue CBA3aHO C
A0Ka3aHHOW CroCOBHOCTbIO AaHHOro obbekTa obecneunsaTthb BbinonHeHne ueny 6esonacHoctu. Takum obpa-
30M, YBEPEHHOCTb He SABMAETCA HECOMHEHHbIM (DaKTOM, a BbipaxeHnem ybexxaeHHOCTU, NosyYeHHON Yepes
OLEHKY AOoBepus.

[oBepue onpegensieTca CBUOETENbLCTBOM, MOMyYeHHbIM B pe3ynbTate oueHkn obbekta. CBuge-
TenbCTBO, 0ObIYHO BKIOYatoLLee B cebsa apryMeHT oBepusl, AOKYMEHTaLMI0 U Apyrue COOTBETCTBYOLLME pa-
6oune maTtepuanbl, CYXUT OCHOBaHWEM Afsi YTBEPXAEHUS AOBEPUsi, KOTOPOEe OCHOBAHO Ha pe3ynbTaTax
AENCTBU, CBA3aHHbIX C NMPOEKTUPOBaHMEM W OLeHKON B6e3onacHoCTu.

YBepeHHOCTb ABMSeTCs NPeAMeTOM BOCNPUATUS OTAENbHBIM NUMLOM cneunduryeckux TpedosaHmmn 6e3o-
NacHOCTU N MHpopMaLun, NONy4YeHHOW B pesynbTaTe OLEHKU, O TOM, YTO OLEeHMBaeMbI 0ObeKT ByaeT yHK-
LUMoHMpoBaTb B COOTBETCTBUWM C YCTaAHOBMNEHHbLIMW TpeboBaHWsMU. YBEPEeHHOCTb nodpasymMeBaeT 3HaHue
KpuTepues, MeTofa, CMCTeMbl 0becrneyeHns JoBepUs 1 UCNONb3yeMbIX Npoueayp oueHkn. bonee Toro, peny-
Tauus OLEHLLMKOB U ONepaTopoB ABNSETCS BaXKHbIM (hakTOPOM (hopMUpOBaHUS YBEPEHHOCTU B OLIeHMBaEMOM
obbekTe, NOCKOMbKY MX KBanudukaums n onbIT MOryT 6biTb BOCcTpeboBaHbl. B pesynbTaTte nHAnBMAOYyansHoro
BOCMPUATUA y NpaBoobnagaTtenert MOryT BO3HUKHYTb PasfuyHble CTEMEHN YBEPEHHOCTU B pesyrnbTaTe uc-
nonb30BaHWs COOTBETCTBYIOLLEro MeToAa obecneveHns AoBepms Kak oTAenbHbIM NULOM, Tak M OpraHu3aumen
B LIeNOM.

4.3 YT0 Takoe «oLeHUBaeMbl 00 BLEKT»

TpaguuMOHHO TEPMUH «J0BEPUE» acCoLMMPOBAsICS TOMbKO C NPOAYKTaMu u cuctemamu UT, cocTosawm-
MM 13 annapaTHbIX CPeacTB 1 nporpammHoro obecneyenus (MO), n paccmaTpmBarncs Kak JOBepUeE K MPOAYKTY
unm cucteme. Tenepb 06LLENPU3HAHO, YTO A8 paCCMOTPEHMs Boree LWMPOKOro Anana3oHa PUCKOB CyLLECTBY-
€T NoTpebHOCTb B OBEPUM K APYTMM OOBbEKTaM, TakMM Kak ycnyra obecnedeHnsi 6e3onacHocTu, npouecce, nep-
COHar, opraHusaums u apyrme caktopbl BHELLHEN cpefbl, BNusowmne Ha 6e3onacHocTb. C y4eToM 3TOro
HOBOro hakTopa 1 NCMOoSb3yeTCs TEPMUH KOLIEHMBAEMbIA OOBEKTY» NSt CCbIIKM Ha 06BEKT oLeHkn Gesonac-
HOCTW.

MoHATHe «oLeHNBaeMbI 06BbEKT» (Aanee — 0OBbEKT) B LUMPOKOM CMbICIE OXBaTbIBaET anieMeHTbl 6e30-
MacHOCTM, NepeYncrieHHbIE B JOFOBOPE N 06A3aTenNbHbIE A4S BbINOSHEHWUS UMW NPEAOCTaBNEHUS KIUEHTY (Ha-
npumep, ycrnyru) B 3aBUCUMOCTU OT OBGCTOATENLCTB W YCrOBUIW. B MyHKTbI AoroBopa MOryT BK4YaTbCs
npoaykTtbl 6esonacHocTn UT, ycnyrn u nobble gpyrme matepuanbHble U HemaTepuarbHble anemMeHTbl 6e30-
nacHoOCTK, NpoaBaemMble (MPOM3BeAEHHbIE MOLITYYHO UMM B MAacCOBOM MOPSIAKE), cAaBaeMble B apeHay unu
ncnonb3yemble Ans obyveHusi. bonee Toro, ykasaHHble COCTaBRAOLME OTOBOPa NoapasyMeBatoT 6o
00beKT, NpeacTaBneHHbI yenyron, ycnosHo-6ecnnatHeiM N0, cBo6ogHo pacnpocTtpaHsembim 10, obpas-
uamMum unuM OpyrMMn cpeictBamMu U MOCTaBfAsEMbI MPSIMO MMM OMOCPELOBaHHO (rapaHTuiiHoe obsA3a-
TENbCTBO, MOPYYUTENLCTBO, MPeabICTopus WU T. 4.) WM npeanaraemblii NOCTaBLUMKOM AfiSi MOCTaBKM
(MpegbicTOpUS, rapaHTUNHOE 00513aTENBLCTBO U T. A4.). O6bekThl UMEIT n3mepsieMble aTpnbyTel 6e3onacHoc-
T, KOTOPble MOXHO BEpUULMPOBATL Ha NPEAMET UX COOTBETCTBUS nonntuke 6esonacHoctn. Hanpumep,
06BEKT MOXET CCbINIaTbCH Ha YCNyry MO OLEeHKE PUCKOB M Yrpo3, OCYLLECTBISIEMYIO Kako-nnMbo opraHnsauu-
e, UM Ha cepTUdUKaUUIO NepcoHana, KOMMETEHTHOrO B BbINOIHEHUM OLEHOK C MOMOLLbIO KPUTEPUEB
MCO/M3BK 15408. NepcoHan, NpeAoCTaBnsOWNA YCIYry Unun BeINONHAKLWMIA 3agadvy no obecneyeHuto be-
30MacHOCTU, Takxke cunTaeTcs o6bekToM. Hanpumep, nuua, obyvaemble No cneumnanbHOCTU OLEHLLMKA, 3a-
KroyaloT KOHTPaKT ¢ oby4atoLLeit opraHm3aumen n oLeHNBaTCA NO UX CMOCOBHOCTM BOCTIPMHUMATL 3HAHUS
N BbINOSMHATb KOHKPeTHble aeicTBus. KoHcynbTaHTbl B o6nacTtn 6e3onacHocTu, NpeaocTaBnsowme yenyry
UNu BbINOMHSIOWME 3afa4y, Takke paboTatoT No KOHTPaKTY.

HekoTopble 06beKTbl He BCeraa sBnaTCSA OTAENbHBIMU AIEMEHTaMK, XOTA 06ecneynBaloT pasnnyHble
cTeneHn JOBepUs K opraHaM obecneveHnst AOBepUs, U, criefoBaTernbHO, AOMKHbI NOABEpPraTbcsl OLeHke 6e30-
nacHOCTU No YacTam. Hanpumep, rapaHTuiHble 0683aTeNnsCTBa M NOPYYNTENLCTBA ABMAAKTCA cneLMdUYHbIMM
ycnyramu, npeaocTaBnsieMbIMU NOCTaBLLMKOM OTAENbHO UMW B KAYECTBE AOMNONTHUTENBHON (OYHKLIMK, UK MO-
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CTaBMNSIEMON B KOMMNSIEKTE C OOBEKTOM. YCNyrn no npegocTaBreHnto rapaHTMMHOrO 06s3aTenbcTBa Cnoco-
OCTBYIOT KOPPEKTUPOBAHUIO UM CHIDKEHUIO TPpeboBaHU Kk byHKLMOHMPOBaHMIO obbekTa (BBOA B AENCTBME,
bYHKLMOHMPOBaHWE UK AOCTaBKa), eCliv OH HE COOTBETCTBYET TPebOoBaHNAM ero nonnTuke 6e3onacHoCcTy.
MpeabicTopus sBnsieTcs pakTopoM BRMSIHUS BHELLHEN cpeabl, CBA3aHHLIM C MOCTaBLUMKOM MU OOBEKTOM.
OTOT (haKkTop, HECMOTPS HA Er0 HEKOTOPYIO PACNbIBYATOCTb, HEMbB3si UITHOPUPOBATbL M3-3a NPeabICTOPUK crne-
LUMdUYECKOro (PYHKLUMOHUPOBAHNUS OBObekTa, HanpUMep, HEMPEPbLIBHOMO MIN LMKIMYECKOrO C TeM, YTOObI
COOTBETCTBOBATb MONMUTMKE BE30MACHOCTM UMK YTBEPXKAEHNAM NOCTaBLLMKa.

MpumeyaHune— [NaHHoe onpeneneHne obbekta NogobHO onpeaeneHuio NOHATUA «OGBEKT OLEHKUY», NpuBe-
aeHHomy B UICO/M3BK 15408-1, 3a ucknoYeHneM Toro, YTo 06beKT nmeeT Boree LUMPOKoe NPYMEHEHME.

4.4 MNpaBoobnaparenu

B cocTaB oueHnBaemMoro o6bekTa MoryT BXOAUTbL NOABEPKEHHBIE PUCKY aKTMBbI, NMpUHaanexaime pasnuy-
HbIM NpaBoobnagatensam. CrnegosaTtenbHO, ANs NpaBoobragaTtenein MoXeT NoTpeboBaTbCs onpeaeneH1e npu-
emneMoro Metoga obecnevyeHusi JOBEpUst N YPOBHS AoBepusi. HeKOTOpble M3 3TUX CTOPOH YKa3aHbl HUDKE:

a) opraHbl MO CTaHZapTU3aumu;

b) HaumoHanbHble, MEXAYHAPOOHbLIE 3aKOHbI U MOMNOXEHWS;

C) cneumanbHble opraHvM3aumm (Takue kak NpaBUTENLCTBO UK GaHKOBCKME opraHm3aunm);

d) nonHOMOoYHbIE NOApa3AeneHns BHyTpY OpraHmM3auny;

€) Bnagenbubl NOAUTKK (NONMTUK 6GE30NacHOCTU, NOMUTMK B OTHOLLEHUM NMepcoHarna, 3akynok, Mapke-
TUHra, cepTndukaumm n 1. 4.);

f) BnagensLbl cucTeMBI;

g) opraHbl atTectaumm CUCTEMBI;

h) koHeuyHble Nonb3oBaTenu;

i) 0OLEeCTBEHHOCTb.

4.5 Tpeb6oBaHuA goBepus

WNcxoas us 6esonacHoctn VT, npuemnemoe (agekBaTHoOe) LOBEpPUE O3HAYaeT yooOBNETBOPEHNE creum-
anbHbIX 3apaHee onpegeneHHbiXx TpeboBaHWI NOCPEACTBOM BLINOMHEHUSI COOTBETCTBYHOLLUMX Mpoueayp U
OeNCTBUI Mo 06ecneyeHnIo JOBEPUS, TO ECTb B COOTBETCTBUM C BbIOpaHHLIM METOAOM ODecneyveHnsi LOBEPUS.
TpeboBaHus goBepus onpenensitoTcs ucxons n3 TpedoBaHmn 6e3onacHOCTM U APYrnX OakTOpoB.

TpeboBaHusa goBepus kK 6e3onacHOCTU onpedensTca aHanuaom TpeboBaHui 6e3onacHocTy Anst 06b-
ekTa, hakTopoB BNUsiHUSA, TpeboBaHui 6e3onacHOCTU (MONUTHKK), pa3BuTus busHeca n Leneson cpefbl 06bek-
Ta. PakTopamun BNUSHUA ABMISIOTCS MoOble COOOpaxeHus, noanexawine U3yyYyeHuto, NOCKOMbKY OHW MOTyT
oKasaTb BO3gencTBme Ha hopmmnpoBaHme TpeboBaHnsa JoBepus k 00beKTY. BnusaHne moxeT BkntovaTh B cebs
nobyto NpeabICToputo 1 Aaxe ObiTe NPeACTaBeHo HeMaTepranbHO, HaNpPUMep, NOSIMTUKON, KyNbTYpOW, MECT-
HbIMK 3aKoHaMu 1 oba3aTenbHbIMK (NpeanMcaHHbiMK) TpeboBaHmaMN. OLeHKka pyucka NPOBOAUTCH C Lienbio
TLATENbHOro M3y4YeHUs KOH(MAEHUNANbHOCTU akTUBa, YSI3BMMOCTEN M yrpo3, a Takke ANs onpeaeneHus
OCTaTOYHOrO puUcka M pekoMeHAaLmMn No NCMONb30BaHMIO CYLLECTBYIOLWUX U NpeanonaraeMbix mep 6e3onac-
HOCTU. Peanun3oBaHHble pekoMeHAauMM BKIOYAOTCHA B NepBuYHble TpeboBaHusa ©esonacHocTn ons nepe-
cMmoTpa TpeboBaHui JoBepus K 6e30MacHOCTY.

O6wme pekomeHaaumm nNo ynpaeneHnto 6€30nacHOCTLIO 1 MPOBEAEHMIO aHaNM3a pUcka MOXHO HaNTK B
NCO/M3IK TO 13335 n MICO/M3IK 17799. NCO/MBK 15408 copepknt nHcopmaumio o yHKLMOHAmMbHbIX Tpe-
6oBaHusAx 6eszonacHocTn n TpeboBaHMAX foBepUs K 6e30MacHOCTU NPOAYKTOB 1 cucTem UT, xapakTepHbIX Ans
TPaAMLMOHHbIX oueHoK 6e3onacHocTn UT. TpeboBaHust [OBEPUST YHUKATbHbI ANSA KaXO0W cpeabl BCreacTeme
HanuuMsi MHOXecTBa TpeboBaHui, NpeabaBnsaeMbix K GusHecy n 6esonacHocTn kaxgon cpeabl. CrnegoBa-
TenbHO, OOWH N TOT XXe 0OHLEKT MOXET He COOTBETCTBOBATL APYrMM cpeaam 6e3 ero mogudpmkaumm, NOCKOMbKY
B 9TOM cry4ae obbl4YHO TpebyeTcs yaoBneTBOpeHne Apyrux TpeboBaHuin goBepusi.

4.6 MNMpumeHMMOCTb MeTOAOB 0GecneyeHNsA foBepuA K 6e30nacHOCT MHPOPMaLIMOHHbIX
TEXHOJIOrMn

B HacToswem nogpasgene 6onee nogpobHO packpbiBaeTcs onpegeneHne TepMuHa «4oBepuey, npmee-
AeHHoe B cTaTtbe 2.4. B HacTosiLem noapasgene paccmMaTpyMBaloTCs pasfinyHble acnekTbl AoBepus C Lienbio
OEMOHCTpaLuy BO3MOXHbIX NMyTer MPMMEHEHWS 3TUX acrnekToB NPUMEHNTENBLHO K obecneveHunto besonacHoc-
™ UT.

N3 onpepeneHns TepMuMHa «40BEPUEY», OYEBUAHO, YTO MMEHHO BLINOMHEHNE COOTBETCTBYIOLLUX OEN-
CTBUIA MO obecneyeHnto JoBepusi obecnevmBaeT YBEPEHHOCTb 3aUHTEPECOBAHHOIO fnLa B TOM, YTO OObEeKT
COOTBETCTBYET TpeboBaHUsAM 6Ge3onacHOCTU. YBEPEHHOCTb NpMobpeTaeTCcs Npy aHanv3e cBUaeTenscTea 4o-
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BepVsi, MOMy4eHHOro Npy NOMOLLIM NMpoLeayp OLEHKN B nNpoLecce pa3paboTku, BBoga B AENCTBME U DYHKLMO-
HUPOBaHUS 06BEKTA, a TaKKe OMbiTa, NOJTYYEHHOro Npu hakTU4YeCcKoM ero ucnornb3oBaHun. lNpu onpegeneHnn
noBepus K 6esonacHocTM nonesHa nobas aAesTenbHOCTb, KOTOpasi MOXET CHU3UTb HEeoNpeaeneHHOCTb MNo-
CPeACTBOM NpeacTaBeHns CBUAETENbCTBA, NOATBEPKAALLEIO NPaBUNBbHOCTL, 3P(EKTUBHOCTL 1 KQYECTBO
KOMMoHeHToB obbekTa. NpmnsHaBas, YTo HEKOTOpPbIE BUAbI CBUAETENLCTB Boree YeTko, Yem apyrue, hopmynu-
PYIOT YTBEPXXOEHUS, OCHOBHOM 3ada4en aensetca hopMmnpoBaHne MHOrOCTOPOHHETO aprymMeHTa JOBEPUS, KO-
TOpbIA  CPOPMYNMPYEeT BUO M CTEMEeHb [O0BEpUs, MOJIyYEHHble C MOMOLLbI0 ONpederieHHbIX MeTOAOB
obecneyeHns goepus. CyLiecTByeT MHOMO METOOOB 00ecneyeHns 4oBepusl, HO N1Lb HEBOIbLLIOE UX YNCITO
cBsi3aHo ¢ 6esonacHocTbio UT. OgHako He cBsi3aHHbIe ¢ 6e3onacHoCcTbio T MeToabl Takke MOryT coaepkaTtb
onpenereHHble XxapakTePUCTUKK, CBsI3aHHble ¢ obecneveHnem goBepusi k 6esonacHocTn UT. BcneacTteue Ha-
nnyms HebomnbLLIOro YMcna MeTofoB obecrneyeHnss OOBEPUs, OTHOCALMXCA K 6Ge30MacHOCTU, BaXXHO YMETb
onpenennTb NX 3HAYUMOCTb, NMOCKOSbKY B obnactu MT Mcnonb3yoT MHOTME He CBsi3aHHble ¢ 6e30MacHOCTbIO
T meTtoabl. CBMaeTensLCTBa 4OBEPMS YacTO NpeAcTaBneHbl JOKyMeHTauuen, paspaboTaHHom B xode obbly-
HOW eATenbHOCTM NO NpoekTupoBaHuio NT. bonbluoe 3Ha4YeHne nmeeT BCe, YTO MOXKET UCMNOSb30BaThCAa Ans
CO3[aHusa aprymMeHTa OoBepusi U, Takmm obpasoMm, CHWXaTb HeonpedeneHHOCTb (PUCK), CBs3aHHYH(bI) C
onpeaeneHHbIM 0O bEKTOM.

B naHHOM criyqyae OCHOBHOWM naeen ABnseTcs BbiBIEHNE MeTo40B obecneyeHns JOBEPUs], HE CBSA3aH-
HbIX ¢ 6e3onacHocTbio VT,  HegonyCTUMOCTb HEAOOLIEHKN 3HAYMMOCTM METOLOB, CBA3aHHbIX ¢ Ge3onacHoc-
Toto UT. HecomHeHHO, Gonee npegnoyvtuTenbHbl MeToAdbl, CBsi3aHHble ¢ Oes3onacHocTbio UT, ogHako
HEKOTOpPYH CTENEHb JOBEPUSA K 6€30MaCHOCTU MOXHO NOMYYUTb U3 MHOTUX MCTOYHMKOB, U €€ He CNeYET UrHO-
pYpOBaTb, MOCKOMbKY OHO HE SIBNSETCA pe3ynbTaToM NPMMEHEHMs NPU3HaHHOIo Metoga obecnevyeHns gose-
pusi k GesonacHocTn. Mcxoasi M3 BbIWECKA3aHHOTO, OYEHb BaXXHO OMNPEAENUTb MCTOYHUK MOMNyYeHus
CBUAETENbLCTBA U y4MTbIBaTL €ro npu paspaboTke aprymeHTa gosepus. bonee Toro, Heo6xo0aMMO 3HaTb Tpe-
boBaHus 6e3onacHocTM 1 TpeboBaHMA OOBEPUS U NMOHUMATb BaXKHOCTb CBMAETENBCTBA U €ro NCTOYHMKA AN
YOOBMNETBOPEHNSA MU HEOOX0AUMbIX NOTpebHOCTeN obecneyeHns 6e3onacHoOCTL.

Hanpumep, MCO 9000 siBnsieTcs 4OKYMEHTOM Mo obecneyeHnto JOBEPUS K KaYeCTBY NPOAYKLMW, U3Ha-
YyanbHO pa3paboTaHHbIM 41151 OpraHM3aLmMm NPOUM3BOACTBA, OAHAKO OH TaKXKe COAEPXUT XapakTepUCTUKN AoBe-
pusi K npoueccy, npuemnemble ana MO u, Takum obpas3om, ANs NPOrpamMMHbIX MPOAYKTOB M CUCTEM
obecneyeHns 6esonacHoctn NT. Hanpotue, SSE-CMM (MCO/M3K 21827) siBnseTtca metogom obecneveHuns
[oBepust K 6e30MacHOCTU, XOTS U He TpaaULUMOHHBIM. [JaHHbI MeTof obecnevmBaeT CBMAETENLCTBO 4OBEPUS
nocpeacTBOM OLEHKM MPOLECCOB MNPOEKTMpPOBaHUsS 6e30MacHOCTU B OpraHm3auuMmM, a He OLEHKM Hemnoc-
peacTBEHHO cCamMuX OOBHEKTOB.

HekoTopble MeToabl obecnedeHuns JoBepus cneumanbHO COOKYCUPOBaHbI Ha onpegernieHnn cornaco-
BaHHOTO M NOMHOro Habopa xapakTepncTuk 6e3onacHOCTU, KOTOPbIE YacTo CBSA3aHbl CO CTaHAAPTHLIMU CLEeHa-
pUSIMM YIPO3 UMK C XOPOLLUMMM NMpakTukaMmm obecneveHnsi 6esonacHocTu. PasnnyHele MeToabl o6ecneyeHuns
J0oBepusi MOTyT UMETb OOLLME KOMMOHEHTLI UMK acneKTbl JOBEPUSI.

Bce aT1 dhakTopbl BNMAIOT Ha 06LLYI0 CTPYKTYpY 06ecneyeHns JOBEPUS U, B YaCTHOCTU, Ha ONpeaeneHne
MeTpuK. [aHHble hakTopbl AOMKHbI YYUTLIBATLCS MPU COOTHECEHUN Pa3NNYHbIX METOLOB 0becneyeHms JoBe-
pusi.

4.7 Cuctembl obecnevyeHnsa goBepus

Cneundmyecknin meton obecnedeHns 4OBepUst, KOTOPbIA MOXHO peann3oBaTb Tak, YTobbl MpuaaTh 0CO-
6oe 3HayeHMe KOHTEKCTY, M B pamKax KOTOPOro OCYLLECTBMAETCS AaHHbIA METO, HasblBaeTCa «CUCTEMOM
oueHku foBepusy. ObLenprsHaHHbleE CUCTEMBI OLLEEHKU JOBEPUS U OLIEHLLIMKN MOTYT 0becneyumnTs 6oree BhICo-
Kyto CTENEHb JOBEPUS], YEM MOJTYHEHHYHO MOCPEACTBOM UCMONb30BaHMSA COOTBETCTBYHIOLLIErO MeTofa obecne-
YyeHus noeepust. NogobHas cuctema OLEHKN JOBEPUSI MOXET Takke NPedoCTaBNATb OCHOBY Ansi NPU3HAHNS
pe3ynbTaToB UMW CYXXAEHUI, NOMYYEHHbIX NPUMEHEHNEM MeTOAa obecneYveHnst AOBepus Ansi bornee LWMPOKOK
ayouTopun.

4.8 Konu4yecTBeHHOe onpeperneHne pucka AoBepus U yCTOMYMBOCTU MEeXaHM3Ma obecneyeHus

6e3onacHocTH

,D,OBepVIe He obecneunBaeT npepocTtaBlieHne O6'beKTy KaKnX-1bo A0NONTHUTENbHbIX mep Ge3onacHocTH
nnnycnyr. |-|03TOMy MHOrga nepcoHarny, He CBA3aHHOMY C ©e30nacHoCTbIo, TPYyAHO OCO3HAaTb NpenmMyLlecTBa,
KOTOpble OH nosfy4vaeT OT BJIOXEeHUA pecCypcoB B obecneveHne aosepusa. Hanpwmep, B OTHOLUEHUWN KaKo-
ro-nnbo npoayKTa 6esonacHocTn UT yTBEpPXOanocCb, 4TO AoBepue CﬂOCO6CTBy6T yCTOIZ‘-II/IBOCTVI MexaHu3ma
obecneveHns Ge3onacHOCTU, OAHAKO (baKTVILIeCKI/I aosepue CI'IOCO6CTByeT an06peTeHmo yBEPEHHOCTU B
yCTOW-II/IBOCTI/I 3TOro MexaHm3ma nyTem CHM>XeHma HeonpenerieHHOCTU (MJ'II/I pI/ICKa) B OTHOLLEHNN BO3HNKHOBE-
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HMS yrpo3bl, MPUBOASLLEN K HapyLLueHuto 6esonacHocTu. Hanpumep, owmMboYHO cunTaeTcs, Y4To AByXdaKTop-
Has ayTeHTUdUMKaumsa Bbi3biBaeT Bonblue AO0BEpUs, YemM NPOCTON MexaHW3M MPUMEHEHUs Maporns, XoTa B
peanbHOCTM 3TO NPOCTO MexaHn3m bonee cTporomn ayteHTudmkaumn. [ByxcaktopHasa ayTeHTudukaums ssns-
eTcst MexaHu3moMm Boree CTporon ayteHTMdmKaLmMm, Tak kak oHa BepudunumpyeT aBa atpubyTta nonb3oBaTens
MO CpaBHEHUIO C OAHUM aTpPMBYTOM B Criyyae NpMMeHeHUs MexaHnama c npuMmeHeHneM napons. Cama no cebe
Takad ayTeHTUdUKauma He obecneunBaeT JOBEPMS, MOCKONbKY Npu pa3paboTke MexaHW3ma obecrnedeHus
6e30MacHOCTM UMEHHO AeNCTBUS No obecneveHuto JoBepus CnocoOCTBYOT CO34aHWMI0 JOBEpUst K 3TOMY
MeXaHu3Mmy.

CnepnyeT noHumartb, YTO AOBEpME aBTOMATUYECKN HE NMoApas3yMeBaeT AOCTaTO4YHy0 6e30nacHoCTb, a
TONbKO COOTBETCTBUE ee Luenam (nonutuke 6esonacHocTn). Opyrumn cnosamu, gosepue obecneynsaeT yBe-
PEHHOCTb B BbINONTHEHUN OOBEKTOM 3afaHHbIX Lenen 6e3onacHocT 6e3 NpoBepku TOro, y4UUThbIBalOT MK 3TU
Lilenum KOHKpeTHble pUCKK 1 yrpo3bl. Hanprmep, xoTa npoaykty T MOXHO 4OBEPATb B HacTu €ro COOTBETCTBMIS
uensam 6e3onacHOCTW, HO OT XapakTepa 3TuX Lernen 3aBucuT 6e3onacHoe noBedeHve npoaykra. HanpoTus,
NPOAYKT C HN3KON CTeneHbo 4oBepus, HO ¢ bonee COOTBETCTBYIOLLMMU Liensammn 6e30nacHOCTU, MOXeT ObITb
hakTmnyeckn 6onee 6e3onacHbIM.

4.9 [loBepue CHMXaeT pUcCK 6esonacHoCTU

[JoBepure cnocobCcTBYET CHUXKEHWUIO pUCKa, MOCKOMbKY YMEHbLUAET HEOMNpeaeneHHOCTb, CBA3aHHY C
YA3BUMOCTSIMU 0O bEKTA, TaKMM 06pa3oM yMeHbLUIAs ero NoTeHUMarnbHYyH yS3BUMOCTb M NPUBOAS K CHKEHUIO
obLero pucka, cBsisaHHoro ¢ obbekTom. B npeabiayLiem nogpasgene ykasaHo, 4To JoBepue He obecneymsa-
eT Kakunx-nmbo AoMonHUTENbHbLIX Mep 6€30NacHOCTM AN NPOTMBOCTOSHUS PUCKaM, CBA3aHHbIM ¢ 6e3onacHoc-
Tbto. Ckopee AeATeNnbHOCTLI0 N0 CO3AaHWI0 AoBepys AenaeTcs NonbiTka Aoka3aTb COOTBETCTBUE 00bEKTa ero
uensam 6esonacHoctn. CooTBeTCTBME 06bEKTA €ero Lenam 6e3onacHoCTV nogpasymeBaeT npeabsBreHne Ceu-
AetenbcTBa 06 ob6ecneyvyeHn COOTBETCTBYIOLLEro AoBepus U1 060CHOBaHUs Anst obecneyeHns yBepeHHOCTH B
TOM, YTO BHEZIPEHHbIE MEPbI 6GE30MAaCHOCTU CHU3AT OXXMAAEMBIN PUCK.

4.10 KonnyecTBeHHOe onpegeneHne oosepus

Mpamoe onpeaeneHne UnNu oLeHKy Bknaaa obecnevyeHns A0BEPUSt UMK ero MoBbILLIEHUS B NPOLIECC Aes-
TENbHOCTMW OpraHn3aLmnn OCyLLLECTBUTbL HENPOCTO. TeM He MeHee NOoBbILLIEeHME A0Bepus K Kakon-nnbo mepe be-
30MacHOCTU CHUXKaEeT HeonpeaerneHHOCTb, CBA3aHHYI0 C KOHKPETHLIM PUCKOM, B YacTHOCTU, C afieMeHTamu
pvicka, OTHOCSALLMMMCS K YA3BMMOCTSIM, MO OTHOLLEHWIO K KOTOpbIM BHEApPEHa AaHHas Mepa GesonacHocTu. Ta-
KMM 06pasom, B 3TOM CIyyae 3Ha4YMMOCTb J0BEpPUS MOXHO BbIBECTM U3 CTEMNEHW CHUXKEHUS HeonpeaeneHHoc-
TW, CBSI3aHHOM C PUCKOM. YCTaHOBMEHME CBSI3NW [OBEPWUS C HEONpedeneHHOCTbo pucka wunv ero
COCTaBMALMMMN 3rieMEeHTamMK yrpoLLaeT U3MepeHre cTeneHn 4oBepusl, MOCKOMNbKY HeonpeaeneHHoCTb BO3-
HVWKHOBEHUSA pUCKa KOMWYECTBEHHO OMnpeaenuTb ferde, Yem camo gosepue. MamepeHue creneHn gosepus
MOXHO NPOBECTM KOCBEHHO, NU3MEPEHNEM BEPOATHOCTN BO3HUKHOBEHMS! pUCKa U NOCTNEeAYoLLE ero KOpPeKTUu-
POBKM, TaK Kak 3Ta BEPOATHOCTb 06paTHO NponopLMoHanbHa JoBepuHo.

4.11 OpraH obecneyeHus goBepus

OpraHom obecneveHns gosepus ABAsSeTCd NUUO (MM opraHnsaLmns), OTBETCTBEHHOE 3a NpUHATUE pe-
LIEHUA, UMEIOLLMX OTHOLLEHNE K OBBEKTY Ha KOHKPETHOW CTagum ero XM3HeHHoro uukna. NMpu Hanmumm He-
CKOMbKUX CTagui >XM3HEHHOro LMKINa M HEeCKONMbKMX MpaBoobragartenel CyLecTBYHT pasfvyHble opraHbl
obecrneyeHns JoBepusl, Kaxablii CO CBOMMW NpaBammn 1 obsa3aHHOCTAMU. Hanpumep, Ha cTagum pa3paboTku
opraHom obecneyeHns goBepus MoXeT ObiTb pa3paboTymK, OTBETCTBEHHbIN 3a 0becneveHne AoBepus K 06b-
eKTy opraHu3auun-noctaslimka. OQHOBPEMEHHO Y OpraHu3auMmn-KnneHTa MoxeT OblTb COOCTBEHHbIV OpraH
obecneueHns JoBepusi, OTBETCTBEHHbIN 3a paccMoTpeHne TpeboBaHuin oBepus, NpeabaBnseMbiX K OpraHu-
3auun-noctasLumky. Kpome Toro, elle oamH opraH obecnedyeHus goBeprs MOXET CyLLeCcTBOBaTb B OpraHu3a-
LUK, NpoBoAsLLEN OLEHKY, KOTOPbIA ABNSETCA OTBETCTBEHHbIM 38 COOTBETCTBUE OBbEKTA CUCTEME OLEHKM
poBepus. Kaxabli n3 ynoMsiHyTbiX opraHoB obecneyeHmns 4oBepUst HeCeT OTBETCTBEHHOCTb 3a ONpeAeNeHHyo
CTaguIo XM3HeHHOro uukna obbekta. bonee Toro, opraH obecneyeHns 4OBEpPUsi MOXET HECTU OTBETCTBEH-
HOCTb 3a HeCKOfbKO cTagui. [pumepom MOXET CryxuTb opraH obecneveHus JoBepus KIMeHTa, KOTOpbIn
TakkKe OTBEYaeT 3a NPUMHATUE OTYeTa O cepTudurKaLmn, NPeACTaBNeHHOro OpraHoM no cepTudukaumm.

OpraHbl obecnedeHns goBepus CyLLECTBYIOT A8 BCeX BUOOB 3alUMLeHHbIX 06 beKToB, HE3aBUCUMO OT
TOro, SABNAKOTCS M OHU MPOAYKTOM, CUCTEMOM, YCIYron, Npoueccom, nepcoHanom u T. . OpraH obecneveHms
AOBEepUsi HeceT OTBETCTBEHHOCTb 3a MPUHATME peLleHMn B OTHOLWEHUM obbekTa C y4yeToMm ero uenewn
Ge3onacHocTy.
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B 3aBMCMMOCTM OT OpraHM3aunn u ee Buaa opraH obecneyeHns 4OBEpUsS MOXET UMETb MHOXECTBO 00s-
3aHHOCTeN. HekoTopble M3 ero 3agay MoryT BKMoYaTh B ceds BbIOOp COOTBETCTBYHOLLEro MeToaa obecneve-
HUsi JOBepust U onpegeneHne Heobxoaumow cTeneHn M Buaa [oBepus, TpebyeMbix Ofisi COOTBETCTBUS
onpegeneHHbiM TpeboBaHuaM. OpraH obecnedeHns 4OBEPUS Takke OTBeYaeT 3a YCTaHOBIEHWE CBA3N C ApY-
rMMK opraHnsauusamm obecnevyeHns goBepusi, TakKMMKM Kak OpraHm3aumnsi No oLeHKe JOBEPUs, CBA3aHHas C C1C-
TeMoOW oueHkn OesonacHoctu WT, Hanpumep, B crnyyae npumeHeHust TpebosaHuii MCO/MOK 15408 wu
NCMNOMb30BaHNsI Er0 CUCTEMbI OLIEHKN.

B pamkax HEKOTOpbIX OpraHu3auuii, B 0COOEHHOCTM rOCYAapCTBEHHbBIX Y BOEHHbIX, CTENEHb JOBEPUS
MOXHO perynvmpoBaTb, OrpaHu4yMBasi BO3MOXHOCTb Bblibopa opraHa obecneyeHnss 4OBEPUS U OOHOBPEMEHHO
orpaHuymsas puck ansa Hero. OpraHmsaLmm MoryT urpatb pasnuyHbie Pponu B kKayecTBe opraHa obecneveHus
[oBepus, 1 ero 06s13aHHOCTMN MOTYT ObITb PA3NNYHbIMU B 3aBUCMMOCTU OT UX YHUKAmbHbIX 3KCMyaTaLNOHHbIX
Mogenewn; TemMm He MeHee opraH obecneyeHns JOBEpUst HECET OTBETCTBEHHOCTb 3a BbIMOJSTHEHWE YCTAHOBIEH-
HbIX 00si3aHHOCTEN. B HeGonbLumnx opraHM3auusx paboTHMK OObIYHO BLIMOSTHAET JOMNOMHUTENbHbIE 00s3aH-
HOCTM B KayecTBe opraHa obecrneyeHusi [OBepusi, Toraa Kak KpynHble opraHusauMum MoryT WUMeTb
crneumanbHoro paboTHuka ¢ 0653aHHOCTSIMU, BO3MOXEHHbIMU TONBKO Ha opraH obecneveHuns gosepusd. bonee
KpYrMHble OpraHm3aumm 06bI4HO Ha3HavyalT O4HOMO U3 pyKoBoAUTENer BbINOMHATE PYHKLUMM opraHa obecnedve-
HWst JOBEpWst U OTBEYATb 3a BHEAPEHUE MeToaa obecneyeHns JoBepUsi U NPUHATUE pe3ynbTaToB OLEHKUN J0-
BEPUS.

B 3aBMCMMOCTM OT OpraHm3aumm nuuo, OTBETCTBEHHOE 3@ OKOHYaTENbHOE MPUHSTUE pe3ynbTaToB JOBe-
pysi, MOXET Takke oTBeYaTb M 3a PYHKUMOHUPOBaHME 0ObeKTa (TO eCTb 3a BBOJ CUCTEMbI B KCMyaTaLmio
Unu 3a NpuHATUE NpeaocTaBneHHon ycnyru). CnegoBaTtenbHO, opraHy obecneyeHnss 4oBEpUS YacTo NPUXo-
ONTCA BLINONHATL 4ENCTBUS, HanpaBfeHHble Ha 0COOEHHOCTM PaBHOBECUSA MEXAY CTENEHbIO, rNyOnHoON pea-
nM3auumn JOBEpUS U CTOMMOCTBIO, @ TakkKe NMPOAOIPKUTENBHOCTBI0 OLIEHOYHOW AEeATENbHOCTU, CBA3aHHOMW C
3TON peanusauunen.

5 Bbibop goBepus K 6e3onacHoCcTn

Bbibop meToga obecneveHns josepust K 6e30NacHOCTM U COOTBETCTBYIOLLEN CTENeHn AoBepus SBnseT-
CA peLleHneM, KOToOpoe OCHOBBLIBAETCA Ha U3YYeHUW NONUTUKN AoBepUus K 6e3onacHoCTM opraHusaumm, 6us-
Hec-TpeboBaHu M Bmaa oObekTa (NpogykTa, npouecca, OKpyxalowew cpedbl, CUCTEeMbl, YCIyrn wmm
nepcoHana). Hanpvmep, HekoTopble MeToabl obecneyeHnss 4OBEPUSA NPUMEHUMbI TOSNBKO K npoueccam [Ha-
npumep, SSE-CMM (cm. UCO/M3K 21827)], B To BpeMs Kak apyrne — k npogykrtam (cm. NCO/MBK 15408).

BbiGpaHHbIN MeToa o6ecneveHns 4oBeprs 4OMKeEH ObITb COBMECTMM C OKpY>KatoLLiel cpeaomn opraHusa-
unn 1 obnagaTb CNOCOBHOCTLIO NPOBEPATL TPEBYEMblE XapaKTEPUCTUKN Ha CTaAUAX XUSHEHHOTO LiMKna 06b-
ekta. [pn BbiGope MeToda obecnedeHus [oBepus HEOOXOAMMO y4MTbIBaTb MMEIOLWMECS Pecypcehbl
(BpemeHHble, KaapoBble, PUHAHCOBbIE U T. [.) AN 06ecrneYeHns COOTBETCTBUSA UCMONb30BAHHBIX PECYPCOB
BMAY U CTeNeHun nony4eHHoro gosepus. Hanprumep, obecneveHne obbekTa ¢ HU3KOW CTENEHbIo A0BEPUs Mepa-
MU 6€30MacHOCTM CTOMMOCTbIO MSATbAECAT ThiCAY A0NNapoB Obino 6bl Helenecoobpa3Ho. AHaNOrMYHo, HeT
HeobxoAMMOCTU BbIBUPATL OLEHOYHbIM MeTon obecnederus gosepus (To ectb TCSEC, ITSEC, CTCPEC,
cm. MCO/MBK 15408), koraa BnonHe npvemnem 6onee KOPOTKUA MeToq (Npu ycrnoBumn Heoba3aTenbHOCTH
npumeHeHnsa metoaa obecnedeHns 4OBEPUS K OLeHKe), MO3BONSAOLLMIN CIKOHOMUTL MecsLbl paboyero rpadu-
ka'). [INs HEKOTOPbIX OpraHn3aLuii (HanpUMep, FoCYAAaPCTBEHHbIX yYpexaeHuin) TpebyeTcs BbIGOp NocTaBLwy-
KOB, paspaboTaBLUMX OLEHEHHble NPOoAyKTbl 6e30nacHOCTU, a TakkKe MUCMOoNb3oBaHWe 3TUX MPOOYKTOB ANS
nonyyeHvns gosepus. TpeboBaHWiN NO NPUHATUIO PELLEHUS B OTHOLLIEHUN BbIBOpa NOCTaBLUMKOB MOXET ObITbh
HEMHOrO, YTO MO3BOJIAET CAKOHOMUTL BOMbLLYI0 YacTb PECYPCOB NPU PACCMOTPEHUM BapUaHTOB MOCTaBLL-
KOB.

Hanpumep, YacTtHasa opraHusauust MoXeT ucrnonb3oBaTb Metogq SSE-CMM(MCO/M3K 21827) ans co-
30aHuns JOBEPUS K ee KopropaTMBHOMY Be6-CanTy C Lienblo NpeAoTBpaLleHnst HeCaHKUMOHMPOBAHHOIO A4OCTY-
na K ero YacTHOW nokanbHoW ceTu. [Ins aToro TpebyeTcsa oueHka MpPOLLEeCCOB, CBA3aHHbLIX C paspaboTkon,
BBOJOM B ieNCTBME U (DYHKLMOHUPOBaHWeM Beb-caiTa, BKoYas NpoLecchl aKkennyaTtauum n peanusauum no-
nmTuk 6esonacHocTU. Ha ocHoBe NomnyYeHHbIX AaHHbIX POPMUPYETCH apryMeHT A0BEPUSi BMECTE C YPOBHEM
3penocTu BO3MoXHocTen opraHmaaumm [SSE-CMM (MCO/M3K 21827)]. inst 3T0ro 4OCTaTO4HO MCMONb30BaTh

" YnpoLeHHbIe MeToabl IEMOHCTPALIMN CyTH Ge3 ykadaHusi haKkTUYECKNX CyMM 1 NEPUOAOB BPEMEHN B OTHOLLIEHNN
onpepaeneHHoro Mmetofa obecneyeHns JoBepus.
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meToa obecnedeHuss OOBepUs, MOCKONbKY opraHy obecneyeHus goBepus TpebyeTcs pacCMOTpeTb TOSbKO
BHYTPEHHIOI MONUTKKY 4OBEPUsi opraHnsauum k 6esonacHocTu. Bropbim npymepom SiBnsieTcs rocyaapCTBeH-
HOe yupexaeHue, KoTopoe ncnonb3oBano metog obecneveHuns gosepus no MCO/M3K 15408 ansa doopmumpo-
BaHWUSA BbICOKOW CTEMEHN AOBEPUS, TaK Kak OT HEro TpeboBanoch NCMONb30BaHME MMEHHO 3TOro noaxoaa Ans
BbINOMHEHNS creunanbHbix TpeboBaHWi rocygapctsa no obecneyeHmto 6esonacHocTw. [laHHbI npumep ge-
MOHCTPUpPYET CTEeNeHb 3aBUCUMOCTI OpraHa obecneyeHns 4OBEpUS OT TUNa opraHM3aunm u ee NonuTuK 6eso-
nacHocTu. He genaeTtcs HUKaknx yTBep>XO4eHWI OTHOCUMTENBHO TOro, Kakon MeTog nydiwie unm obecneunBaeT
6OnbLLYIO CTENEHb AoBepus. B criyyae, ecnu cyllecTByioLLas NONUTUKA UMW pernaMeHT He NpeanmchLIBaloT UC-
nonb30BaHWe ONpeaerieHHOro MeToAa 1 He 3aaloT YPOBEHb JOBEPUS, X BbIOGOP NPUXOANTCS OCYLLECTBNATE B
npoLecce BbINONHEHWS TpeboBaHWI AOBEPWS, KOTOPbIE COOTBETCTBYHIOT 3ad4aHHbIM TPeOOBaHMAM 1 ABNAIOTCS
dyHKumen uenen 6esonacHocT. OgHaKo CyLecTBYeT BEPOSATHOCTb BbIIBIEHUSA CUTyaLNW MPU MEHEIKMEHTE
puckoB 6e3onacHocTu, koraa TpebyeTcs obecneunsaTh 60MbLLYIO CTeneHb AoBepus. ECni MeHemkMeHTy puc-
KoB 6€30MacHOCTU NPUXOAUTCH UMETb AENO C BbICOKMMW YPOBHAMMW HEONPEAENEHHOCTH, TO NOBbILLEHHOE A0~
BEpPME MOXET CNOCOBCTBOBATL CHMXKEHMIO O6OLLIEN HEONPEAENEHHOCTN U, TakKuM 0Bpa3om, 0BLLLEMY CHUXKEHUIO
pucka 6e3onacHoCTu.

CnenyeTt 0oTMeTUTb, YTO Aaxe B criyyae 00s13aTenbHOro npumMeHeHns Metoga obecrneyeHms JoBepust Mo-
ryT 6bITb NOMNEe3Hbl HEKOTOPbIE BONPOCHI, HAaNpUvep:

a) yemy OOBepsiTh;

b) kakoBa cTeneHb goBepus;

C) Kakyto nabopaTopuio OLEHKM NCMOSb30BaTh;

d) kakue ycnyru no ceptudukaumm n attectalmm Ucnonb3oBaTb?

CyLecTByeT MHOTO pasnmyHbIX MOAX0A0B U MeToa0B obecrnedeHnsa JOBEPUSA U MWL HEKOTOPbLIE N3 HUX
pernaMeHTUPOBaHbl U MPUHSTLI NoBcemecTHO. CrieqoBaTenbHO, ANst BbIbopa 1 NpMMEHEHUS Kakoro-nmbo me-
Topa obecneveHus LoBepus NpaBoobnagarenam notTpebyoTcs pekoMeHgaunn.

5.1 Cneuundomkauus Tpe6oBaHM goBepus

Mepen BbIOOPOM WM/MNM NPUMEHEHMEM METOLOB obecneyeHus JoBepwsi criegyeT crneunduumpoBaTh
TpeboBaHus goeepus. Nog aTu cneuundmkaumm nognagaroT pasnuyHble Metogbl. Mpouenype Boibopa MeToaa
obecneyeHns oBepust NpeawecTByeT aHann3 TpeboBaHuiA 4OBepUs kK 0€30MacHOCTU OpraHn3auun, a Takke
TpeboBaHWiA, NPeABLSBSEMbIX K OLLEHKE PUCKOB K yrpo3. TpeboBaHUsA MOryT Takke BKIoOYaTb B cebsa aHanus
pervoHarbHbIX acrnekToB U HEKOTOPbIX acrneKkToB Gu3Heca, Hanpumep, ecnu noTpebutento TpebyeTca Takon
crneumduyecknini nogxoa k obecneveHnto JoBepus, kak ncrnosnb3opaHue TpedosaHnin MICO/MOK 15408 B uensx
yOOBINETBOPEHMS BHYTPEHHUX TpeOoOBaHUIM opraHnsauum unm TpeboBaHMi K NocTaBkaM Ha PbIHOK.

[nsa nsyyeHnsa TpedboBaHM opraHn3aumm Unu pbiHka cneumdukauns TpeboBaHuin AOBEPUS MOXET BKITHO-
yaTb B cebsa BapuaHTbl, Takue Kak NpusHaHue Unun npuHaTue metoda obecneyvyeHns AOBEPUS NN CUCTEMDI
OLEHKM JOBEPUS, B3aMMHOE MpU3HaHne MeToaa Ui CUCTEMbI OLIEHKM U MUHUMarbHbIA YPOBEHb JOBEPUS.

Hanpumep, TpeboBaHMa MOryT BKIOYaTb B Ce6S OrpaHMyeHmsi No CTPOroCTU BbIMOJTHEHUSA NMpoLecca pas-
paboTkn n/mnn TpeboBaHUa K NOUCKY MOTEHUManbHbIX YSA3BMMOCTEN 6E€30MacHOCTU U aHanu3y ux Bo3gen-
CTBUS.

Korga o6bekT umeeT Takne MexaHn3mbl 6e30MacHOCTU, Kak Naposib UK X3LwW-yHKLUMS, TpeboBaHus 4o-
BEPUS MOTYT crneundmumpoBaTe MUHUMAarbHbIA YPOBEHb CTOMKOCTM, COOTBETCTBYIOLLUNIA 3asIBNIEHHLIM LIENSM
BesonacHocTu.

Creundukaumm TpeboBaHUn OBEPUA OOMMKHbI yunThIBaTh Bce TpeboBaHUsI opraHM3aummn 1 cogepxarb
BCE B3aNMHO NnoaaepXmBatoLLme KOMMOHEHTbI JOBEPUS, TaKMe Kak JOBEPUE K KOPPEKTHOCTU 1 AoBepue K adhdek-
TUBHOCTW. Bonee Toro, cnegyeTt AeTannanMpoBaTb COOTBETCTBYIOLLME NOAXOAbl U MeToAdbl obecneveHns gose-
pys, a TakKe y4nTbIBaTb OpraHbl obecneyeHns 4OBEPUsT, X 06A3aHHOCTU U NCMOSb3yeEMbIE KaHasbl CBS3N.

5.2 DKoOHOMMYeCcKMe BONpPOChI

O6bI4HO aoBepue ABndeTCA 3aTpaTHbIM peCypCcoM, BeayLUNM K U3aeP>KKaM. Bonee ToOroO, nosepue ced3a-
HO CKOpee C notepsamMu, 4emMm ¢ goxogamm nnun Kakon-nnbo Bbirogon. CnegoBaTernbHO, peHTa6eﬂbHOCTb NHBEC-
TUPOBaHNA B HEro ABIAETCA He Msmepﬂemoﬁ, a rMnoTeTUYECKON BESTMYMHOMW, N €€ MOXHO CpaBHUTb CO
CTpaxoBbIMU NMNOTEPAMMN. [axe ecnu noctaBLUMK aAMOPTU3NPYyeET U3OEPXKKN Ha obecneyeHne 0oBepuda K HeKoTo-
pbIM NpoAyKTaM ©e3onacHocTtu UT, To MoxeT I'IOTpGGOBaTbCFl HECKOJ1bKO NneT And Bo3MeLlleHNA CTOMMOCTUN UH-
BECTMUMA B 3aBUCMMOCTU OT Bbl6paHHOFO MeToga obecneyeHns u Tpe6yeM0ro YPOBHA O0BepuUA.
I'Ipemmyu.l,eCTBo, nony4yaemoe opraHmsauweVl OT BJ1OXXEHUA pecCypcoB B obecneyeHne OoBepUA, HE ABNAETCA
O4YeBUAHbLIM ANS Noaen, He3HaKOMbIX C Bonpocamun 6e3onacHoOCTU 1, cnegoBaTernbHO, MOXET I'IOTpe6OBaTbCF|
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ncyepnbiBatoLee 060CHOBaHUE, KOTOPOE AOIMKHO ObITb NPeACTaBEHO B HAAEXalleM Buae ANns NosyyYeHus
0006peHnst pyKoBOACTBOM OpraHu3aLuu.

[N pasHbIX ayanMTOpMiN UCMONb3YHTCA pa3nuyHble TUMbI AoBepus. Hanpumep, goBepue, obecnedvBae-
MOe rapaHTUiHbIM 0653aTeNbCTBOM, ABMAETCA He3HauYMTeNbHbIM AN Nonb3oBaTens cucTeMbl Npyu ee ocTa-
HOBKeE, HO MeeT 3HayeHune AN PYKOBOAUTENS, ONfavnBaloLLEero CTOMMOCTb NPOCTOS CUCTEMbI. AHANOrM4Ho,
nosepue, obecrneynsaemoe rapaHTUen TEXHUYECKO NOAAEPXKKM CUCTEMBI B CllyYae ee BbiXxoda U3 CTPos, AB-
NAETCHA He3HaYMTenNbHbIM MPY HOPManbHOM ee PYHKLUMOHUPOBaHNKM, HO BydeT UMEeTb CyLLeCTBEHHOe 3Have-
HVe AN NPoU3BOACTBEHHOrO NPOoLEecca B Cryyae HapyLleHns ee yHKLMOHUPOBaHUS.

Bce Tunbl foBepust ob6ecneunBatoT pasnmyHbie NpenMyLLecTBa pa3HbiM NnoapasaeneHnsiMm opraHusaLmm.
OTcyTCTBUE OLIEHKM 3TUX Pa3NNYHbIX MPEMMYLLECTB 06ecLeHMBaeT pe3yrnbTaThl NoNy4YaeMoro 4oBepusi.

dakTMyeckn goBepue yMeHblLAeT HeonpeaeneHHOCTb, Mo KpaliHelt Mepe, B OTHOLLEHUN YSI3BUMOCTEN
NPOAYKTOB UK YCINYT, CBA3aHHbIX ¢ oGecneyeHnem 6esonacHoctTn UT. HeonpeaeneHHOCTb MMeEeT OTHOLLEHWe
KO BceM pakTopam, UCMonb3yeMbIM B OLleHKe pucka GesonacHocTu. Takum o6pa3oM, CHUXeHWe Heonpeae-
nNeHHocT obneryaeT cocpefoTodeHne Ha acnekTax, NpeacTaBnsAoLLImMX HaMBONMbLUMIN PUCK AN OpraHn3aumu,
YTO [aeT CyLLEeCTBEHHOE NPenMYLLIECTBO OpraHn3aummn n obecnednsaeT BbIroAHOE BIOXEHNE ee PecypcoB.

5.3 OpraHusauuoHHble BONPOCHI

BaxHo ymMeTb pacno3HaBaTb cpefy 6e3onacHoOCTV 1, B YaCTHOCTU, MOHMMATb, YTO TpeboBaHWsA 4oBEpPUS
oTpaxatoT KynbTypy U 6usHec-TpeboBaHus opraHusauun. NoHumaHue TpeboBaHuiA opraHnsaumm Heobxoaumo
ONsi NPUHATUS PELLeHUs O MPUEMIIEMOCTM OnpeaeneHHoro MeToga obecneyeHms goBepus U/Mnu goctaTou-
HocTu foBepwust. MonuTuka opraHM3aummn AOMmKHa perfameHTUpoBaTh:

a) cnocob onpenensaTb TpeboBaHNst 6e30NacHOCTY;

b) obcTositenbcTBa, NpY KOTOPbLIX OOBEKT AOIMKEH ObIThb CEepTUdMLMPOBaH Ha cOOTBETCTBME TpeboBa-
HUAM KOHKPETHOIO CTaHAapTa;

C) cTaHgapTbl, Ha COOTBETCTBME TPEOOBAHMAM KOTOPLIX AOIMKHBI CEPTURULNPOBATLCH OOBHEKTDI;

d) cteneHb goBepwusi, HeobxoaMMYtO Ansi Npoueayp cepTudrKauum Npy 3agaHHbIX YCIOBUSX;

e) 06s3aHHOCTM opraHa obecnedeHus JoBepus;

f) obcToaTenbCcTBaA, NPU KOTOPLIX HEOBXOOMMa aTTecTauus o6 bEKTOB.

Hanpumep, rocyaapcTBeHHasi opraHusaums MoXeT NPUHATL peLLeHne o creundukaumm n KOHTpore Npo-
Liecca cepTuduKaumm B KOHKPETHBIX ycroBusix. OHa MoXeT paspaboTaTb BCe acnekTbl 3TOro npoLecca, Takme,
HanpuMmep, kak MeTodbl obecrneyeHns JoBepusl, KputTepum (CTaHaapT), PYKOBOACTBO MO UCMONb30BaHMIO CTaH-
AapTa u fgaxe ypoBeHb Tpebyemoro goeepusi. OgHako opraHy obecneyeHns 4OBEPUS K aKKpeauTauum, TeM He
MeHee, NpuaeTcs NPUHUMAaTb OKOHYaTENbHOE peLLEHNE MO NPUEMIIEMOMY JOBEPUIO U HECTU OTBETCTBEHHOCTb
3a pecypcbl U rpadyvk BbINOSHEHNS paboT. 1o cpaBHEHUIO C rOCYAapPCTBEHHON OpraHM3aLumneit 4ns NpoBeAEHNS
pa3paboTok YacTHas opraHu3auusi B paMkax CBOEW opraHn3aunm MoxeT NpPeanoYecTb HedpopmarbHbIii METOS
obecneveHns 4OBEPUsI, ECNM OT ee opraHa obecrneyeHnst JOBepPUst He TpebyeTcsi BbIMOSIHEHNE COOTBETCTBUS
BHELWHMM TpeboBaHuAM 6GesonacHocTU. [MONUTUMKM opraHM3auMu BakHbl AN ONpeaerieHnsl Toro, 4To
noTpebyeTcst opraHM3aLmmn npy Bepudunkaumm NpMemMneMocT 4ns Hee Mmep 6e3onacHoOCTH.

5.4 Tvn poBepus

Mpun paccMoTpeHUM KOMOMHALIMM HECKONBbKNUX MeTOA0B obecnedeHust 4OBEPUS Ast KOHKPETHOIO 0O bek-
Ta Nny4lle Bcero NocTponTb Moaenb AoBepust kK 6e3onacHOCTM AN AeMOHCTPaLMM TOro, Kak pasnuyHble TUMbl
noBepus OyayT B3anmoaencTeoBaTh A5l o6ecneyeHns obLuero 4oBepusi, CBA3aHHOIO C 06bEKTOM. 3aTem Mo-
Aenb JoBepusi K 6e30MacHOCTY MOXHO MOCTPOUTb M3 PasfMYHbIX COCTABHbLIX 31IEMEHTOB MOOENN AOBEPUS,
Kaxk[as U3 KOTOPbIX COOTBETCTBYET KOHKPETHOMY noaxoay k obecneyeHuto AoBepust (TO eCTb JOBEPUE K OLIEH-
Ke, AOBepue K npoueccy, aosepue Kk paspaboTke). Takum obpa3om, B Mogenn AoBepuUs K 00bEKTY, NpeacTaB-
NIEeHHOW KOMOMHaLUMEN HECKONbKUX OTAENbHbLIX MOAENEN AOBEPUSI, pacCMaTPUBalOT TO, KaK COCTaBIeHbl 3Th
Monenun, HesaBMCMMO OT CTaaun obecneyeHnst LOBEPUS, K KOTOPON OHM NPUMEHSINUCE. [lanee MOXeT CNy4YnTb-
cs TaK, YTo Kakon-nnbo Tmn gosepusi K 6e30MacHOCTU, CBSI3aHHbIN C 06 LEKTOM, He NpedHasHa4YeH HanpsiMyto
crnegyowemy nony4vaTtento ob6bekTa, a ucrnosbayetcs akTMYeckn s KoHeYyHoro nonyyatensi. Mogens mo-
)KET YEeTKO YCTaHOBUTb 3TO M NOMOYb 0becnednTb OpMUPOBaHME TOYHOW KapTUHbI AOBEPUS kK Ge30nacHOCTU
ONs KOHEYHOro nonyyaTtens.

3aTtem Anst ynpoLLleHus CpaBHEHUS MOLENEN LOBEPUS Kaxaas M3 Mogenen MoxeT cneumpuumpoBatb
TWN U CTEeNeHb LOBEPUS ANS1 KOHKPETHOWM CTaguM XU3HEHHOTO Lukna obbekTa. Mogens AoBepus kK 06bEKTY
obbeanHsaeT oTaenbHble Moaeny NocpeacTBOM U3NOXEHUS anbTepHaTMB U NpeaocTaBreHns NorM4yeckoro
000CHOBaHWS 4151 ONUCaHWUS NOJTYYEeHHOro JOBEPUS K OO bEKTY.
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5.5 TexHu4eckune Bonpockl

CyuwectByeT 6onblion BbIOOp MeTo4oB obOecneyeHns OOBepUsi, KOTOpblE NpeasiaratoT BO3MOXHOCTb
ONTMMM3aUUN 3adaHHbIX UHTEPBANoB BPEMEHN U MCNonb3oBaHusa pecypcoB. MeToa obecnedeHuns gosepus,
noaxoasimi ans obbekTa unu ero atpmbyToB M NpeaHa3HayYeHHbIW AN OUEHKN, cnegyeT BbldmpaTthb us:

a) metonoB obecneveHus OBePUs, MPUMEHUMbIX UCKNIOYUTENBHO A5 KOHKPETHbIX 00bekToB UT, Ta-
KnX Kak GesonacHble annapaTHble cpeacTBa MnM nporpamMmMHbie NpoaykTbl VT, cuctemsl, ceTu, nepcoHarn,
yCnyru n T. a.;

b) meTogoB obecneyeHuns oBepusi, NpegHa3HauYeHHbIX CreumansHo 45 npoLecca XXM3HEHHOTO LMKNa;

c) meTtonoB obecneveHus 4OBEPUS, OCHOBAHHbIX Ha MPaKTUYECKOM OMNbITe U PaKTUYECKOM NMpUMeEHe-
HUW.

MpumeHeHne meTofa obecneyeHns AoBEPUs AN1S OLLEHKN OObEKTa MOXET NPUBECTU K NMOMNYYEHUIO pas-
HbIX TUMOB UMK cTeneHen (YpoBHEN) OBEpPUst BCIEACTBME BO3AENCTBUS CriefytoLmMx (akToOpoB, KOTOpbIe He-
06X04MMO YUNTLIBATL:

a) vMMeroLLmecs HedoCcTaTKM OObeKTa UIn ero XxapakTepUCTUKN;

b) pasmepbl n CnOXHOCTL 0O6BEKTA;

C) pasnuuusa B NPUMeHsIEMbIX MeTogax obecnedeHus JoBepus;

d) cBA3b NpUMeEHeHUs MeToda obecrneyeHns 4OBEPUS C OrpaHUYEeHMAMI NO CTPOroCcTh unn obbemy pa-
60T;

e) uenu 6e3onacHocTy;

f) KOHKpeTHble yCroBus;

g) KOHKPETHbIE CTaguM XM3HEHHoro uukna UT;

h) BO3MOXHOCTb KOMOMHaUMK C ApYrMMKU MeTOAaMMU.

JononHutenbHoe goBepue kK 06beKTY MOXHO MNOMYYnTb NYTEM:

a) yrnybneHHbIX 3HaHWI O NpeabiayWmx PYHKUMOHANbHbIX BO3MOXHOCTAX UT;

b) n3yyeHus nudopmaLmm o6 ynyyweHHbIX PYHKLMOHANbHbIX BO3MOXHOCTAX MEXaHM3MoB obecneyve-
Husi 6esonacHocTn UT.

Kaxgbim meton obecneveHnsi [OBEPUSI MPUMEHSAETCS B 3aBMCMMOCTM OT UMEIKOLLUXCA NPENMYLLIECTB U
HeJOCTaTKOB, a Takke OT yyeTa MHOuBMAYanbHbIX TpeboBaHun 6e3onacHocTn. HeobxoaumMo NOoHATb, kak Me-
Ton obecneyeHns 4OBepUs yCTaHaBNMBaET JOBEPUE C LIENbIO NMPUHATUS PELLEHNs, COOTBETCTBYET N TOT UM
MHoM meToa obecneveHus gosepus TpeboBaHuAM goBepust K 6e30MacHOCTH.

Hanpumep, npy ucnonb3oBaHUN CUCTEMbI, COCTOSALLEN U3 HaBopa NPOAYKTOB (YPOBEHb JOBEPUS K KOTO-
pOMY MOXET BbITb M3BECTEH UIM HE U3BECTEH, UNWN NPUHAT U3-3a UCNONb3yeMoro Metoga obecneyeHus gose-
pus), naeHTuuUMpyembii ypoBeHb O0Bepusi OBbIMHO onpedenseTcs nocpeacTBoM cepTudmkaumm 3Tomn
CUCTEeMbI Nepen aKcnnyaTaunen.

Ha npuHaTue peLueHus BAMAIOT TakKe TEXHUYECKME acrnekTbl, MOCKONbKY HEKOTOPbIE MEeTOALI 0becneye-
HWst JoBepust bonee NoaxoadaT AN NPOCThIX, YeM COXHbIX 00beKTOB. HanprmMep, 0ObIbHO nerye BepuduLm-
poBaTb 0O6BEKT C MUHUMAIbHBIMU PYHKLMOHANBbHBIMA BO3MOXHOCTSIMU (TO €CTb ThbICSYM KOOOBbIX CTPOK) U
nony4nTb pe3yrbTaT C BbICOKOW CTEMEHbIO JOBEPUS, YeM BepnduLmnpoBaTb OOLEKT JOBEPUS C MHOXECTBEH-
HbIMW PYHKLMOHANbHBIMU BO3MOXHOCTSIMMW, NPEeACTAaBMNEHHbBIA MUITITMOHAMW KOOOBbIX CTPOK.

Tun n ypoBeHb 4OBEPUS, MONYYEHHbIE ONpeaeneHHbIM METOLAOM, ONPeAensitoTCs XapakTepucTukamm no-
CrnegHero, To eCTb KOHKPETHO TEM, Kakue CTaguun XU3HEHHOro LUKna 1 anemMeHTbl 6e30nacHOCTU OueHnBa-
INNCb.

5.6 PaccmoTtpeHune BonpocoB onTuMusaumm

PeweHusa no BeIGopy HEOOGX0AMMBIX METOA0B 0OecneyeHns 4oBepUs 1 CTeneHn 4OBEPUSA HE NPUHUMA-
€TCS NOMHOCTBIO Ha Hay4YHOW OCHOBE, NO3TOMY OpraHy obecneveHus goBepus Ang onpegenenns paunoHans-
HOM KOMOVHauuM MeTodoB obecneveHus JOBepus U CTeneHu osepust TpebyeTcsa pewwaTtb BONPoc 06 mx
O0CTaTOYHOCTM ANS COOTBETCTBUSA TpeboBaHMAM opraHudauun. B aTom cnydae HeE06Xo0aUMO yunTbIBaTb aTpu-
OyTel cuctem VT n metogos obecneyeHnst 4oBepus.

Mpu NpYMeHEeHNN HECKONBKNX METOAOB 0b6ecneyeHns LoBepus bonbllee 3Ha4YeHNE NMEIOT pe3ynbTaThl,
nony4YeHHbIe NPU UCMOMb30BaHWM NOCNeQHEro MeTofa obecneyvyeHnst 4oBepusi, MPUMEHEHHOTO HEMOCPEACT-
BEHHO Mepen OKoH4YaTerNbHOM npuemkon obbekta. CriegoBaTtenibHO, opraH obecneyvyeHnss JOBepUst AOIMKEH
OLEeHMBaTh TeKyLLME pe3yrbTaTbl MPUMEHEHUSA NOCNEOHEro MeToaa obecnevyeHnsl OBEPUSA, U EMY MOXET Mo-
TpeboBaTbCsa 3anpoc No 060CHOBaHMIO NPUMEHEHUS, eCn pe3yrbTaTbl NPUMEHEHUS NpeablayLLero Metoaa
obecneyeHns JOBEPUS OKasanucb HeyAOBNETBOpUTENbHLIMKU. Bonee Toro, B Ka4ecTBe OCHOBaHMA A1 Mo-
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crnefHero gencTeus no obecneyvyeHnto JOBEPUSA 3TU pe3ynbTaTbl OyAyT NOMHOCTBIO ONpeaensaTbCa XapakTre-
pucTUKkamun PyHKLUMOHNPOBaHNs obbekTa.

Hosepue gonyckaeTca obecneumBaTtb NO3TaNHO, HaNpMMep, Yepes nocTasLLmKa npoaykta 6e3onacHoc-
™™ UT, nHTerpatopa cuctem unu npoesangepa ycnyr, B BUAe Kakon-nmbo rapaHTum unu rapaHTuiHoro obsasa-
TenbCcTBa N0 PYHKLUNOHUPOBAHUIO MPOAYKTa UMK YCIyru.

B oTHOLWeEeHnn oTAenbHbIX 0OBEKTOB C COOTBETCTBYHOLLMM YPOBHEM JOBEPUA CriedyeT OTMETUTb, YTO KX
WHTErpaums B UX OKOHYaTENbHYIO LIENEBY0 cpeay, kak npaBuiio, oTpmMuaTensHO BO34ENCTBYET Ha MTOrOBbIN
ypOBeHb AoBepusi kK 6esonacHocTu. CrnegoBaTtenbHO, MOryT NOTpeboBaTbCH AOMNOMHUTENBHbIE AENCTBUS N4
obecneyeHnss gosepus.

6 BbasoBas cTpyKTypa noBepus

6.1 MNMoaxopn k obecnevyeHnIo goBepus

MeToabl obecneyeHns JOBEpPUS MOXHO KrnaccuduumpoBaTth No Tpem cneaylowmmM BblICOKOYPOBHEBbLIM
noaxoAam Kk obecrneveHno oBepUs:

a) oueHka obbekTa 4oBEpPUS NOCPEACTBOM OLIEHWBAHUSA U TECTUPOBAHWS;

b) oueHka npoueccos, ncnonbayembix Ans pa3paboTkm 1 codgaHusa obbekTa;

C) oueHka cpefdbl, Takon, HaNpuMep, kak nepcoHan n obopyaoBaHue.

OueHka ob6bekTa (NPOAYKT, cucTema, ycnyra) BkrnoyaeT B cebs npoueaypy ero nposepku. B gaHHoM cny-
Yae aTMMKN MeTogamMm obecneyeHns 4OBEPUS NPoOBEPSETCH 0OBLEKT U CBA3aHHas C HUM NPOEKTHas JOKyMeHTa-
umsa no 6esonacHOCTU, HE3aBUCMMO OT NPOLLECCOB pas3paboTku.

OueHka TeXHOMOrMYeckoro npouecca BkMo4aeT B cebsi NpOBEPKY OpraHn3aumOHHbIX NMPOLLEeCcCoB, UC-
nonb3yembiX ANA NPOU3BOACTBA M 3KCnnyaTauum obbekTa B TeYEHMEe ero XM3HEeHHOro Lukna (paspaboTka,
BBOA B AelicTBue (pa3BepTbiBaHMe), A4OCTaBKa, TeCcTMpoBaHue, ob6cnyxveaHune, nuksngaumsa u T. 4.). losepue
AOCTUraeTcsi NocpeAcTBOM AONYLUEHNS, YTO OpraHn3yemble NiogbMU NMPOLLECChl BIMAIOT Ha KayecTBO paspa-
6oTkn n BHeapeHus obbekTa W, cregoBaTenbHO, B pesynbraTe obecnedveHns gosepus Kk 6esonacHocTu
peanusytoTcsa B o6bekTax 6esonacHocTy AT u ero npunoxeHmsx.

OueHka BHeLLHNX (hakTOPOB BKIOYAET B cebs NpoBepKy BMUSHUS YCNOBUI OKpYXatoLlen cpeabl, BHOCS-
LLMX BKIag B Ka4eCTBO NPOLECCOB NPOM3BOACTBa OOBLEKTOB (HENOCPEACTBEHHOW NPOBEPKN 06bEeKTa Unn Npo-
uecca He npoucxogut). K atum dpaktopam oTHOcATCA nepcoHan u dwusnyeckoe obopyaoBaHue (ans
paspaboTku, Npon3BoAcTBa, JOCTABKW, SKCNnyaTaumm n 1. 4.).

MpumeyaHune—Tlo cpaBHEHMIO C BbILLEN3NOXEHHBIM TakMe NOAXOAbI K 0becneveHnto 4OBepUs, Kak JoBepue
Yyepes oueHKy, nornydyeHHoe npu npumeHeHun kputepmnes no MCO/MOK 15408, npegycmatpuBaloT HEMNOCPEACTBEHHYIO
OLIEHKY KOHKPETHOro 06 bekTa 3aLumThl MPUMEHUTENBHO K €70 XXUM3HEHHOMY LIMKITY U NpeanaratoT YHUKanbHy KoMOHauumio
TUMNOB AOBEPUS.

Mpumep — UCO/MIK 15408 npedycmampueaem HeriocpedcmeeHHoOe uccsiedoeaHue 06bLeKkma OUeHKU U
obecneyusaem e pesynbmame dogepue yepe3 OUEHKY, KOmopoe siesisemcsi co2sacoeaHHbIM HabopoM munoe
doeepusi k pazpabomke, oyeHKe U mecmupoegaHuro, mozda kak MCO 9001 opueHmupoeaH Ha uccsiedogaHue npo-
u3eodcmeeHHbIX Npoyeccos.

6.2 Metoabl obecnevyeHusa gosepus

NCO/M3IK TO 15443 paccMaTpmBaEeT LUMPOKUIA AUanNa3oH CYLLECTBYIOLLMX METOA0B 0OecnevyeHnst foBe-
pusi. MeTogbl obecnevyeHnss JoBepUs BKMoYatoT B cebst odmumanbHble HauuoHarnbHble U MeXayHapoaHble
CTan4apThbl, CTaHA4APTbI «4e-akTo» 1 ApyrMe ooLenpuHATbLIE METOAb!, UMEIOLLME UM UCNOSb3YHOLLME onpe-
OerneHHbIW U cucTeMaTUYeCcKun MeTon.

Mpumepom cTaHpapTa «ae-daktoy aenaetcs metoq oueHkn SSE-CMM (SSAM), koTopbin sBnsieTcs ae-
TanbHO JOKYMEHTMPOBAHHbIM METOAOM ObecnevyeHnss 4OBepUsl; OAHAKO OH He SIBNSAETCS HauMOHanbHbIM U
MeXxayHapoAHbIM cTaHgapTom. MNpumepom gpyroro ctaHgapTa ge-hakto asnsetcs metoq obecneveHuns go-
Bepusi TPEP (HagexHbI npoLecc oLueHnBaHus npoaykta). HecmoTps Ha 1o, uto TPEP saBnsieTca pacnpocTpa-
HEHHbIM CTaHOApPTOM, YCMELWHO WCNOMb3yeMbiM HEKOTOPbIMW FOCY4aPCTBEHHBbIMU yYpPEXOEHUAMU AnS
oLueHMBaHNs NpoaykToB 6esonacHocTn VT, OH Takke ABnSeTCs He4OKYMEHTMPOBaHHbBIM CreLmann3npoBaH-
HbIM METOAOM OLIEHUBAHWSI.

PesynbTatoM NnpMMeHeHnst METOAOB obecneveHnst JOBEPUS ABMNSIETCS BbIOOP KOHKPETHbLIX TUMOB AOBe-
pvsi B 3aBUCUMOCTW OT HanNpaBrieHHOCTU 3TUX METOAO0B Ha TEXHUYECKME TPeOOBaHUSA N acneKTbl XKM3HEHHOTO
LMKna, 4To obneryaeT ux knaccuguumMpoBaHune no noaxoaam Kk obecnedeHunio gosepusi. Mprmepbl HEKOTOPbIX
13 Hanbornee LIMPOKO M3BECTHbIX METOA0B 06ecneyeHnss JOBEPUS B COOTBETCTBUN C MX HANpaBrieHHOCTbIO U
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noaxodoM npeAcTasneHsbl B Tabnuue 1. bonee nonHbIi nepeveHb MeToaoB obecneveHus noBepust oyget
npeacTaeneH B nocnegytowmx yactax MCO/MIK TO 15443, B KoTopbix OyayT paccMaTpuBaTbCs TEXHUYECKNE
noapo6HOCTUN N NX CpaBHEHME.

Tabnuua 1— lNpumepbl MeTOOOB 06ECNeYeHNs JoBEPUS

Mopaxon k obecneveHunto Mprmepbl MeToaoB 0becneyeHus foBepus

HanpaBneHHOCTb AoBepus

nosepus (cooTBETCTBYIOLME KPUTEPUUN NN MOAENb)
Mpouecc Mpouecc «kayecTBO 1 paspaboTkar MCO 9000.
MCO/M3K 15504.
HCD.
SSAM [SSE-CMM(NCO/M3K 21827)]
O6bexkT, npouecc, BpeHanHr — npusHaHne dunpmebl, npons- | MpegbicTopusa paspaboTymka
BHELLUHWE YCrnoBus BOASILLEN Ka4eCTBEHHble 00BbeKTbI (Ha

OCHOBE VCTOPUYECKNX B3aNMOCBHA3EN
UNn AaHHbIX)

O6bekT CrtpaxoBaHue (nogaepxaHHoe 0653a- [apaHTUiiHoe 0b6s13aTeNLCTBO
TENbCTBOM M3rOTOBUTENS UCTIPaBNSATh
AedekTbl obbekTa)

O6bekT CobcTBeHHas geknapauus [eknapauus nocTtaBLiuka
BHelwHue ycrosusa Kanudukauna n saHaHmsa nepcoHana [podheccronanbHaga cepTudmkaums n nuueHsun-
poBaHue.

CpeactBa 6e3onacHocTH

O6bekT HenocpeacTBeHHast oLeHka obbekTa CEM (MCO/M3K 18045).

ITSEM (ITSEC).

TPEP (TCSEC).

TPEP (CTCPEC).

HomuHansHoe o6cnyxusaHve [RAMP (TCSEC)].
HomuHansHoe o6cnyxusanve [RM (CTCPEC)].
[oBepue k cepTuduKaumm n akkpeguTaumm.
MCO/M3K 14598-1 OueHnBaHMe NporpamMmmMHOro

npoaykTa
O6bekKT, npoLecc, YnpaBneHue 6e30NacHOCTbIO CucTeMbl MEHEKMEHTa UHAOPMaLIMOHHON Be-
BHELLHWE YCroBus 30MacHOCTM — creundrKaLms 1 pyKoBOACTBO Mo

npumeHeHuto (BS 7799.2).

GISA/BSA PykoBoacTtBo Mo 3awmuTe 6a3oBon nu-
HUWN.

MCO/M3K 13335.

MCO/M3K 17799

6.3 AcneKTbl XXU3HEeHHOro LukKna

Mockonbky owmnbkn onepatopa, oTkadbl 000PYA0BaHUS, HOBbIE YS3BUMOCTU U YIPO3bl MOTYT BO3HUKHYTb
Ha noboK cTagum XN3HEHHOTO LKA oObekTa, ANnst KaX4on M3 cTaguin XKM3HEHHOTO UMKa obbekTa (To ecTb
naesi, paspaboTka, uHTerpawums, BBog B AENCTBUE, KCMNyaTauus n yganenue (nukempaums) Tpebyetcs obec-
neyeHne COOTBETCTBYHOLLEro fgoepus. CrnegoBaTenbHO, MeToabl obecneyeHns OoBepUst OOIMKHbI COOTBET-
CTBOBaTb KOHKPETHbLIM CTaANSAM XXU3HEHHOIO LiMKna obbekTa.

dyHKUMOHanbHble AedekTbl, N3MeHEHUs1 B TpeboBaHMSAX 1 HOBbIE YSI3BUMOCTM BIMSIIOT Ha AOBepue U
TpebyoT BOCNpon3BeAeHUs UX Ha 6onee paHHMX CTagusax >KM3HEHHOIO LiMkna oobekta. CnegoBaTenbHO, B MO-
OEnV XNU3HEHHOro LMKna obbekTa crieayeT BBOAUTb NOMPAaBKY HA HaroXXeHUe NOBTOPSIIOLWMXCS CTaguin unm
NUTEpaTUBHYIO B3aUMOCBSA3b MEXAY HUMMN.

[ns nemoHcTpauun cBsi3n MeToaoB obecrnevyeHnst 4OBepPUs ¢ TOW UM MHOW cTagmen XXM3HEHHOTO LMKa
ob6bekTa UCMonb3yT TUMOBY MOAESb XXU3HEHHOTO LiMKNa, NPeACTaBNEHHY0 Ha pucyHke 1. OTa moaens co-

15



FOCT P 54581—2011/ISO/IEC/TP 15443-1:2005

CTOUT U3 YETbIPEX OCHOBHbIX CTaAui, OCTAaTOYHO OBLUMX A11S CONOCTaBIEHNs C NMOOON KOHKPETHOW MOLESbIO
YKWM3HEHHOrO uukra. XoTa rpadumyeckme npeacTaBneHns Kaxaon ctaguu, npeacraBneHHoOn Ha pucyHke 1, cxo-
XU, BUObl AesiTenbHOCT 1 obpaTHas cBA3b OyayT U3MEHATHCS BCreACTBUE YHUKANbHOCTY MPUMEHAEMOro Me-
Tooa obecneyeHus OoBepusi. Hanpumep, HekoTopble MeToAbl 0bGecneyeHus AOBepust MCMONb3yT dasy
obcnyxmBaHua (To eCTb HOMMHaNbHoe obenyxueaHne TPEP) Ha cTtagum skcnnyataumm ans obHapy>XeHns oT1-
Ka30B 1 M3MEHEeHUs TpebOoBaHN, KOTOPbIE BMSIKOT TOJNIbKO HA JOBEPUE K 3TOW cTagun. [JaHHbIA NogXo4 4EMOH-
CTPUpyeT BO3MOXHOCTb MNOAAEPXKKM MOLENbI KM3HEHHOrO LMKIa KOHKPETHOro metoga obecneyeHus
O0Bepusi, KOTOpbIN OydeT onpeaensTb, AOMMKHA N obpaTHas CBSI3b OCYLLECTBATHCA C €ro COBCTBEHHOW
CTaguen UM ¢ Hayanom CTagumm NpoeKkTUpoBaHusa/pas3paboTkn oObekTa.

I

MpoekTuposarue/ ] ] BBo i
P P _ WHTerpaunsa _ A | Okcnnyatauusa
paspaboTka > | B 9KCMNnyaTauumo =
: A : A : A : A
Mpumep: gosepue Mpumep: posepue ) )
K OLIeHKe NpoayKTa, K OLieHKe/cepTundu- Mpumep: fosepue Mpumep: nosepue
nosepie KaLuu, JoBepHe K aTTecTaumm K yripaBneHunio
k paspaGoTke K TECTUPOBAHWIO cnerem GesonacHocTslo

S S S AN

MpwumeuyaHune— Moaenb XU3HEHHOTO LUKNa, NpeAcTaBreHHas Ha pucyHke 1, ABNAeTCA NpUMepoM MOAEeNu,
OEMOHCTPUPYHOLLIE COBMECTUMOCTb C APYTMMU MOAENSAMMU XXUSHEHHOTO LIMKIA U CTPYKTypaMu Ans obnerdyeHms aHanmsa
MeToaoB obecneveHnst foBepus B pamkax ctaHgapToB cepun MCO/MIK TO 15443. MNpegnvucaHme unu pekoMeHaaumnm nc-
Nonb30BaHWs ONpeaeneHHOM MOAENY XXU3HEHHOTO LMKIa He NpeayCMOTPEHbI.

PucyHok 1 — MeToabl o6ecnedeHnst 4OBEPUS TUMOBON MOAENN CTafUiA XXU3HEHHOTO LMKNa

MeToabl obecneyeHunst goBepust MOryT ObiTb creundUYHBIMU ANst KOHKPETHOW cTaguu (Hanpumep, Ans
aTTecTauum CUCTEMbI) UM NPUMEHSITECS N1 HECKOMbKUX CTaAWM KU3HEHHOTO LMKna obbekTa JOBEPUS], B CO-
oTBETCTBMM €O CcTaHgaptamm cepum KMCO 9000, MCO/M3K 15408 wn cranHgaptom SSE-CMM
(MCO/M3BK 21827).

[nsa nonyyeHns nHTerpansHoOro pesynbrarta 4oBepue, Norny4yeHHoe Ha KaXaon cTaaum, AOMKHO NepeHo-
CUTbCS Ha CreayoLLyo cTaauio, rae OHO AOMNOSHSET JoBepue 3Ton cTaamu. MeTog AononHeHMs JoBepUs Mpu-
MEHSIOT [0 NOCINeAHeN CTaauMu MOAENWN XXM3HEHHOTO LKA, KOTOPOW SIBNSIETCS CTaausi aKchniyaTtauum,
npeAcTaBrieHHas B TUMNOBOW MOAENW CTafMM XU3HEHHOTO LKA, MPUBEAEHHON Ha PUCYHKE 1.

6.4 ConocraBrneHue «goBepus K 3chheKTMBHOCTU» C «4O0BEepUeM K KOPPEeKTHOCTU»

Mpun obecneyeHnn [oBepUst K KOPPEKTHOCTM JAETCS CCbIfIKa Ha OLIEHKY OObeKTa C Lienbto Bepudmkaumm
KOPPEKTHOCTM ero BHEAPEHMS B COOTBETCTBUM C NPoekToM. HanpoTue, foBepue k 3hHEKTUBHOCTU OTHOCUTCS
K cnocoBHOCTM hyHKLMI Be3onacHOCTU 06bekTa NPOTUBOCTOSATL OCO3HAHHBLIM MIN UAEHTUULNPOBAHHBLIM
yrposam. B cneaytollem nogpasgerne nokasaHo, YTo kak JOBEPUE K KOPPEKTHOCTU, Tak 1 AoBepUE K 3heKTUB-
HOCTM SIBMSIOTCSA BaXXHbIMM XapakTepucTukamu, U HA OfHa U3 HUX He 06ragaeT NPenMyLLLECTBOM, NMOCKOMNbKY
oba Tvna JoBepust onepupyroT 3Ha4YMMbIMKU acnekTaMmm obbekTa.

Ecnu dyHKLMOHaNbHbIE BO3MOXHOCTU 0becnedeHns 6e30nacHOCTM 00beKTa yYUTLIBAOT NOTEHLMaNb-
Hble Yrpo3bl U 3TU BO3MOXXHOCTM He BbInn NpoaHanmManpoBaHbl OTHOCUTENBLHO YCTAaHOBIEHMUS KOPPEKTHOCTU U
peanunsauum nNpoekTa, To Herb3si ObiTb YBEPEHHBIM B YCrexe NPOTUBOCTOSIHUS 0ObekTa atake. M3 aTtoro npu-
Mepa BUAHO, YTO JoBepme K 3PDEKTUBHOCTM ObINo 06ecneyveHo, HO JoBepre K KOPPEKTHOCTY BCreaCcTBUE OT-
CyTCTBUS BepudunKaLmm pyHKLMOHANbHbBIX BO3MOXHOCTEN Be3onacHOCTN obecneyeHo He Obino. AHaNornyHo,
€CIn aHanu3 yCTaHOBWIT KOPPEKTHOCTb NPOEKTa U MPaBUITbHOCTb peanu3aunmn yHKLMOHaNbHbIX BO3MOXHOC-
Tew obecneyveHns 6esonacHocTM 06beKTa, a B MPOEKTE He NPeAYCMOTPEHbI COOTBETCTBYHOLLME PYHKLMMN 6e30-
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MacHOCTU OIS MPOTUBOCTOSIHMS BEPOSATHBIM YIp0o3aM, TO HeNb3s ObiTb YBEPEHHbIM, YTO OOBEKT YCTOUT Nepes
3TUMK yrpo3amn. B gaHHOM npumepe nNpu Hanmunm 4oBepust K KOPPEKTHOCTU OTCYTCTBYET AoBepue K adhdek-
TMBHOCTU BCIeACTBME peanuidaunmn HeaddeKTUBHbBIX PYHKLMOHAIbHbIX BO3MOXHOCTEN MPOTUBOCTOSIHUS BE-
poSATHbIM yrpo3aM. C Lenbio NonyyeHuss obuiero OoBepusi OOBLEKT AOMMKeH ObITb OUEHEeH Ha npeamer
KOPPEKTHOCTU MNpOEKTa, BHEAPEHUS M JKCryaTauumn (3reMeHT KOPPEKTHOCTM) M AofkeH obrnagaTb
COOTBETCTBYIOLLMMN DYHKLMOHANBbHBIMM BO3MOXHOCTAMU 0becneveHmns 6e3onacHOCTM Ans NnpoTUBOCTOSIHUS
NOeHTUUUMPOBAHHBIM Yrpo3aMm (anemMeHT 3EKTUBHOCTN).

6.5 Knaccudukauma metogoB obecnevyeHus gosepus

MeToabl obecneyeHns 4OBEpPUA MOXHO KnaccuduumpoBaTb MO TPEM BbICOKOYPOBHEBLIM MOAXOA4AM K
obecneyeHnto goBepus B cOOTBETCTBMM C 6.1. B pamkax kaxagoro nogxona k obecneyeHunto 4oBepusa MeTon,
obecneyeHns ooBepust MOXET NpeaHa3Ha4YaTbCA ANsi KOHKPETHOM CTagum Uy HECKOSMbKUX CTagauM XXM3HEHHO-
ro UuKna B 3aBUCUMOCTM OT XapaKTePUCTMK KOHKPETHOro MeToaa.

Jtan obecneyeHusa gosepus

lMpoekTnposa- WHTerpauuns Beog Okcnnyatauus
Hune/ B 3KCnJ1yatauuto
pa3paboTka
e ——lL
MeTton MeTtopg
obecneveHns obecneyeHus
Mpouecc fJosepus A posepusi B
Noaxo. O6bekT Meton MeTon
AXOA (npoaykT, obecneve- obecneveHuns MeTon
k obecneyeHuio | ., oo nosaa C posepys D obecriedeHms
AoBepus unm ycnyra) nosepus E
o’
MeTon =
obecneyeHus
noeepus F ] ]
N -1
\/
Cpepa
(nepcoHan
W opraHu3a- Metoa Metoa
obecneyeHus obecneyeHus
L"V'ﬂ) posepus G posepus H

PucyHok 2 — Knaccudukaums cyLecTBYoLLX METOA0B obecnedeHns 10Bepust

B 3aBuncyumocTn oT Tuna MeToga obecneyeHns OBepPUS NONy4YeHHOoe JOBEpPME OCHOBBLIBAETCS Ha OLle-
HEHHOM acreKTe U CTafun XXU3HEHHOTO Uukna. Hanpumep, meTodbl o6ecneyeHns JoBepus Yepes oLEeHKY dop-
MUPYIOT oBepue, CBA3aHHOE CO CTaausiMU MPOEKTUPOBAHMS, pa3paboTkm U PyHKLUMOHMPOBAHUS; METOAbI
obecneyeHns fosepus k paspaboTke co3fatoT AoBepue, CBA3aHHOE KOHKPETHO COo CTaamnen pa3paboTku; MeTo-
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bl obecnevyeHnss JoBepus K TeCTUPOBaHU0 hopMUpPYHOT JOBEpUE, CBA3aHHOE KOHKPETHO C acnekTaMy TecTu-
pOBaHWs Ha Pa3NNyHbIX CTagusax B 3aBMCMMOCTM OT MeToaa obecnevyeHnss JoBepus.

Knaccudmkaums cyecTByowmnx MeTogoB obecneveHnst 4OBEPUS, a TAaKKe BO3SMOXHOCTb NPUMEHEHNS
NoAX0A0B K 06ecneyeHnto LOBEPUS Ha HECKOTBbKMX CTaamsaXx nokasaHa Ha pucyHke 2. MNoaxoapbl k obecneyeHunio
nosepus yTouHsaoTcd B YacTax 2 n 3 MCO/MIK TO 15443, a B yacTu 2 Takke npuBefeHbl KOHKPETHbIE NpuMe-
pbl MeTOoA0B 0becnedeHust JoBepus.

MeToabl obecneveHns AoBepusi 3 pasfMyHbIX BbICOKOYPOBHEBbLIX NOAX0A0B K 0becnedeHunio JoBepus
€03[atoT pasnmyHble TUMbl 4OBEPUS BCNeACTBME UX pa3HoW HanpasrneHHocTn. OgHako gaxe B pamkax npuee-
OEHHbIX BbICOKOYPOBHEBbLIX MOAXOA0B K obecneveHnto foBepust Metoabl obecnedeHus nosepusi 6yayT dop-
MUpPOBaTb pasfu4yHble TUMbl JOBEPUS BCReacTBME pasnuuuii Mexagy npoBepsieMbIMU acnektamm obbekTa
(komnoHeHTamu UT unu ycniyramnm).

Mopxopbl K 0becnedeHunio goBepus 6yayT hopMmUpoBaTh pa3nnyHble TUMbl AOBEPUS BCIeACTBME pa3nu-
YU Mexay npoeepsieMbIMK acnekTamm obbekTa (komnoHeHTamun T unu ycnyramm). HekoTopble NOAXOAbI UC-
CNeayloT pasnuyHble CTaduy XM3HEHHOro UMKkna obbekTa, Torga Kak gpyrne — npouecchbl Mpou3BoAcTBa
obbekTa (KocBeHHOe uccnegoBaHve obbekTa). MNMoaxoabl kK obecneyeHno 4OBEpPUS BKIKOYAKOT B cebs paspa-
00TKy, aHanu3, TeCTMpoBaHue, ncrnpaeneHne AedeKkToB, PYHKLUMOHNPOBAHWE, rapaHTUIiHbIe 0693aTenbCTBa,
nepcoHan n obopyaoBaHue 1 T. 4. OTU BbICOKOYPOBHEBbBIE NOAXOAbl K 06ecneyeHno JOBEPUSA MOXHO darnee
JeTanuanpoBatb, Hanpumep, nogxo obecnedyeHns 4OBEPUst K TECTUPOBAHUIO MOXET BKItoYaTh B cebs obLiee
TECTUpOBaHWe U MeToabl obecrnevyeHns JOBEPUS K CTPOrOMY TECTUPOBAHMIO HA COBMECTUMOCTb.

WNcnonbays nogobHble CTPYKTYpbI, MOXHO NPOBepsATh crneuudmryeckme Metoabl obecneveHnst oBepus
O[HOTO 1 TOrO e BbICOKOYPOBHEBOIO MOAX0AA Ha HanMyne n3BbITOUYHBLIX UM CUHEPTETUYECKMX XapaKTepuc-
TuK. MeToabl o6ecnevyeHnst OBEPUS pasHbIX KNAacCoB MOXHO pasnuyaTth No Ux 4ONONHUTENbHbIM XapaKkTepuc-
TMKaM. HekoTopble MeToabl MOTyT OXBaTbiBaTb HECKOSIbKO KIACCOB MOJSIHOCTLIO MMM YacTUYHO, Torga Kak
OpYyrne — TONbKO YaCTUYHO.

6.6 CocTtaBHOe goBepue

Pesynbratom 00begmMHeHNsa nnm KOMOMHaUUKM pasnnyHbiX METOO40B 00ecneyeHnss 4OBepUs, NpUMeHsie-
MbIX Ha Pa3IIMYHbIX CTaAUSAX )KM3HEHHOTO LiMKIa 06beKTa, 00bIYHO SIBNSAETCA COCTAaBHOE 4OBEPUE, NOSTYYEHHOE
ans obbekTa. [loBepre MoXeT ObiTb MPEeACTaBEHO B BUAE BaXKHOCTU, TUMNA UM APYroro COOTBETCTBYHOLLIETO
[OBEpUIO NnokasaTens.

MonyyeHne cocTaBHOroO AOBEPUS TPYAHO OCYLLIECTBMMO MO NPUYMHE YNOPSA0YEHUS Marnoro Ymcna MeTo-
0B obecneyeHnsi 4OBEPUS U OTCYTCTBUS METPUYECKUX LKA 1 BO3MOXHOCTU N3MEPEHNsI AOBEPUS METO4AMMU
obecneyeHns [oBepus. B HAcToALWMIA MOMEHT COCTaBMeHME LOBEPUS BO3MOXKHO TONbKO NyTem hopMumpoBa-
HWUsi apryMeHTa JOBepUs U CybbeKTMBHOIO CyXAeHus KBanmduuMpoBaHHOro cneumanucta B obnactn 6eso-
nacHoctn NT. bonee Toro, B KOHEYHOM CYETE NPUEMIIEMOCTL A0OBEPUS OnpeaensieTcs opraHom obecnevyeHus
noBepust.

B HacTosLee BpeMsi COCTaBHOE AoBepUe sIBRsieTcs pesynbTaToM NOCTaannHOro hopmMmnpoBaHus aose-
pus B TEYEHME XXM3HEHHOIO LiMKNa C NpUMMEHeHNeM pasnuyHbIX MeToaoB obecnedeHns nosepusi. BoamoxHble
cueHapum obecneyeHusa nosepuss M nNpobnembl, KOTOpble OHWM MNOAHMMAKT MNPOAEMOHCTPUPOBAHbI Ha
cnenyloLwmnx npumepax:

1) cpean meTonoB obGecneyeHnst LOBEPUS CYLLLECTBYHT METO NPOBEPKM NPOLLECCOB NPON3BOACTBA
obbekTa 1 MeTopq NMPOBEPKN HEMOCPEACTBEHHO OOBHEKTA B PA3IIMYHbIX TOUKaX OAHOW 1 TOW XXe CTagum Xns-
HEHHOro LMKna;

2) OBa MeToda M3 OOHOro M TOrO Xe noaxoaa, NpUMeHsieMble K 06ecneyeHno 4OBEPUS Ha PasfUYHbIX
cTaausaX XNU3HEHHOTo LUKIa 00bekTa;

3) cnoxHas cuctema UT (Ans KOHKPETHOM 3KCNnyaTauuoHHOM cpeapbl), COCTaBNeHHas U3 MHOrOYUCHEH-
HbIX npoaykToB UT n ycnyr, ¢ pasHbiMu CTENEHSMU JOBEPUS], yCTAHOBMNEHHBIMU MeTO40M obecneyeHus gose-
pua K OLEHMBaHWIO, rapaHTUAHOMY 00s3aTenbCcTBY, cepTuduKkaumm u akkpeautTaumm (OLEHOYHbIMU,
rapaHTUMHBIMU, CEPTUPUNKALMOHHBIMWU N aTTECTALMOHHBIMU METO4AMM).

Ha npumepe 1 npegcrtaBneHa npocTenias npobrnemMa, rae coctaBHoe AoBepue onpegensercsa oobean-
HEHMEM pasfnnYHbIX TUMOB LOBEPUS U3 COOTBETCTBYIOLLIMX METOOOB.

Mpumep 2, HECMOTPS Ha ero KaxkyLLytocst TPOCTOTY, NMOCKOSbKY MeTOAbI 00ecnevyeHnss 4OBepUs NpuHaa-
nexaT K oQMHaKoBOMY MOAX0AY, ABMNSETCH CNOXHbIM, TaK Kak MOEHTUYHOCTL METOAOB 0becneYveHnst [OBEPUS
OCINOXHSIET pacCMOTPEHUE BoMnpoca 0 3HaYMMOCTM Noaxoda k obecnedeHunto JOBEPUs, YTO NpoucxoamT Ha 6o-
rnee no3gHen cTagum XXM3HEHHOro LiMKa oobekTa.
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Mpumep 3 sBnNseTca elle 6onee CNoXHbIM, Tak Kak pa3nuyHble MeToAbl obecrnevyeHns JoBepus npume-
HSIOTCS Ha pa3HbIX CTaAMsAX XKM3HEHHOTO LUKa, 1 MeTo obecneveHuns AoBepus K atTectaumm ABnsieTcs OCHO-
BOM AN peLleHns Bornpoca O MPUHATUM cuctembl. [lake HECMOTPS Ha TO, YTO Mpu cepTudmKaumm cucTemsl
YUUTbIBAETCA paHHEe CBMAETENbCTBO JOBEPUS, MOXKET OTCYTCTBOBaTb MOTPEOHOCTL B onpeaenieHHOM Noaxo-
e K goBepuio. OTo npeanonaraeT npyaaHue 6onbLuero 3Ha4eHnsa metogam obecneyeHns JOBEPUS, MPUMEHS-
eMbIM Ha Gonee No3gHMX CTagusaX XXU3HEHHOIO LMKIa.

CnenyeTt OTMETUTb, YTO B HACTOSILLIEE BPEMS CyLLECTBYET TEHAEHLMS K UCMONb30BaHWIO TMNoBon 6a3o-
BOM MOZENM HENPEPbLIBHOIO Yy4LlEHUS MPOLECCOB, U3NOXEHHbIX B NOAX04ax K obecnevyeHnto 4oBepust K Npo-
ueccam W OCHOBaHHbIX Ha cTaHgapTtax. [lpumepom saensetca wmogens PDCA  (nnaHupoBaHue,
OCyLLIECTBIEHME, MPOBEPKA, AeNCTBME), ucnonb3dyemas kak B ICO 9001 k kadecTBYy npoayKuun, Tak n BS 7799
no ynpaeneHuto 6e3onacHocTbio MHdopmauun. B UICO/MBK TO 15443-2 n UCO/MIK TO 15443-3 6ypeT pac-
CMOTPEH BOMNPOC, KacarLmics Noaxoaa k o6ecneyeHno oBepusi C TOYKM 3pEHUSA NMOBbLILLEHUS €70 3Ha4YNMOC-
TV UnNu goBepus Ha boree NO3gHen CTagun XN3HEHHOTO LMKa oObekTa.

6.7 Knaccudwmkaumsa nposepus

AHanua metogoB obecneveHns gosepust B UCO/M3IK TO 15443-3 ocHoBaH Ha cucTeme nokasatenen
[oBepus kak cnocoba knaccuduumpoBaHus MeTogoB obecrneyveHuns JOBEPUS U U3MEPEHUSI CTEMNEHN JOBEPUS,
nony4yaemoro npu NPUMeHeHUn Toro UM MHOro MeToAa (To eCTb YPOBHeN AoBepus K pa3paboTke). PernameH-
Tauus cucTeMbl Nokasatenen 4oBepus Takke obrneryaeTt onucaHve B3aMMOCBSA3eN Mexay MeTogamu.

Hwxe npuBeaeHbl HEKOTOPbIE MONIOXEHMWS, CBA3aHHbIE C aHanM3oM W KnaccuduumpoBaHuem MeTOO0B
obecneyeHns gosepus, kotopble byayT paccmotpeHbl B UCO/MOK TO 15443-3:

a) CpaBHEHWE pa3nuyHbIX METOO0B 0becneyeHunst [oBepus;

b) onpeneneHue metonos obecneyeHns AoBepUs B KONIMYECTBEHHOM OTHOLLIEHWM;

C) BbIOOp NOAX0oAsLMX METOAOB 0becnedeHns JOBEPUS;

d) B3aMMOCBA3U MEXAY pasnnyHbIMK MeTogamMu obecneyeHnst OBepus;

e) ornpegerneHve BO3MOXHOCTU 06 beAUHEHNSI HEKOTOPbIX METOAOB 0b6ecneveHns JoBepus;

f) onpepeneHve BpemeHn n cnocobos ob6beaMHEHUA MeTOA0B 0becneyeHns AoBepus;

g) onpepeneHve CnOCOBHOCTM BO3OEWCTBMSA NOCNeLoBaTENbHOCTM NpUMEHeHUs meTogoB obecneve-
HMS JoBepusi Ha obLuee foBepre N TO, KakUM 0Opa3oM OCYLLECTBNSETCS 3TO B3AENCTBUE;

h) onpepeneHve TexHn4ecknx Npobnem Ans obecneyveHns pesynbTaToB 4OBEPUS (M YCIIOBUI) U BbINOS-
HEeHWst Banuaauum BO BPEMS XXM3HEHHOTO LiuKra o6bekTa (3KcnnyaTtaumm n obcnyxmnsaHus) B crnyvae npume-
HEHWs1 HECKOMbKMX NOAX0A0B K obecneyeHuno JoBepus.
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