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BBepeHue

Pa3Butne, BHeApeHE U UCNOMb30BaHWe pacnpeaeneHHbiX UHPOPMALNOHHBIX CUCTEM U TEXHOMOIUNA,
NCcnonb3oBaHMe UMNOPTHbLIX NPOrpaMMHo-annapaTHbIX NnaTgopm 6€3 KOHCTPYKTOPCKON AOKYMEHTaLUN npu-
BENW K NOSIBMNEHMIO Knacca yrpo3 uHgopmaumoHHon 6esonacHocTu (UB), cBA3aHHbIX C UCMONb30BaHUEM Tak
Ha3blBaeMbIX CKPbITbIX MH(OPMALMOHHbLIX KaHANoB, «HEBUAMMbIX» ANl TPAOULMOHHBLIX CPEeACTB 3aliuThbl
MHdopMaLmK.

TpagnunoHHble cpencTBa obecneveHus Ub Takune, kak cpecTBa pa3rpaHMyeHns 4OCTyNa, MEXCETEBLIE
3KpaHbl, CUCTEMbI OBHapPYXEHUS BTOPXKEHUIN, KOHTPOMNMPYIOT TONBKO MHGOPMALIMOHHbBIE MOTOKU, KOTOPbIE NPO-
XOAAT MO KaHanam, npefHasHavYeHHbIM Ang ux nepegayn. BoaMmoxxHocTb o6MeHa nHdopmaumen BHe 3TUX
paMOoK NocpenCcTBOM CKpbIThIX kaHanoB (CK) He yumTbiBaeTcA.

B cuctemax, Tpebyowmux obecneyeHns NOBbILLEHHOIO YPOBHSA AOBEPUS, AOIKHbI YYUTLIBATLCH Yrpo3bl
6e30nacHOCTM, BO3HUKAKOLWME BCMEACTBME HaNMYMs BO3MOXHOCTM HECaHKUMOHUPOBAHHOIO OEeNCTBMS C
nomoulbto CK.

OnacHocTb CK ang nHdopmaumoHHbIx TexHonorun (UT) n asTomatnsmpoBaHHbix cuctem (AC) n apyrmx
aKTUMBOB OpraHv3aLmu cBA3aHa C OTCYTCTBMEM KOHTPOMs cpeacTBaMu 3alimTbl MHPOPMALMOHHBIX NOTOKOB,
YTO MOXET NPUBECTU K yTeUKe MHopmMaLum, HapyLLMTb LLIeNOCTHOCTb MHPOPMAaLMOHHbBIX peCYypCOB U Mporpam-
MHOro 06ecrneyYeHunst B KOMMNbIOTEPHbLIX CUCTEMAX UMK CO34aTb MHbIE NPensTCTBUS No peanusauun UT.

[ns obecnevyeHus sawmTbl nHbopMaumn, obpadaTbiBaeMoi B AC, Heob6xoaMMO BbISIBNATL U HENTPanu-
30BbIBaTh BCE BO3MOXHbIE MH(POPMALMOHHbIE KaHasbl HECAHKLMOHNPOBAHHOIO AENCTBUS — Kak TPaanLMOH-
Hbl€, TaK M CKpbITbIE.

HacTtoswmi ctaHgapT BXOAUT B CEPUI0 B3aUMOCBS3aHHbIX CTaHAApPTOB, 06 beAUHEHHbIX 00LLUM Hanve-
HoBaHueM «NHdopMaLMoHHas TexHonorus. 3awwmra HPOPMaLNOHHBIX TEXHOMNOMMIA U aBTOMaTU3NPOBaHHbIX
CUCTEM OT Yrpo3 MHpopMaLMoHHON 6e30MacHOCTH, peanmM3yeMbiX C UCNOMIb30BAHMEM CKPbITbIX KaHanoBy,
BKITOYaoLW M B cebs:

- 0bLuue nonoxeHus;

- pekomeHAauuu no opraHusaumm sawmTtbl nHpopmauun, UT n AC oT atak c ucnonssosaHmem CK.

B o6Lwux nonoxeHuax onpegeneHsl 3agayu, pellaemMble npu nposeaeHumn aHanuaa CK, onvcaHa knaccu-
dukauna CK n npueeaeHa knaccudukaLmsi akTMBOB MO CTEMEHM ONAcHOCTU aTak ¢ ncnons3osaHmem CK.

CyLecTBeHHbIM MOMEHTOM 3aLumiieHHocTu cuctem UT u AC aBnsieTcs foBepue K cucteMam 3aLmThbl.
ObecneyveHune 4oBepUst OCYLLECTBISAETCS NyTeM rMyboKoro aHanu3a unu akcnepTu3bl NporpamMmmMHo-annapaT-
HbIX MPOAYKTOB C TOYKM 3PEHUS UX 3aLLMLLEHHOCTU. BO MHOMMX cnyYasx 3TOT aHanNu3 3aTpy4HEH B CUITY OTCYT-
CTBUSI UCXOAHbIX OAHHbIX AN ero NpoBeAeHus, TO eCTb MCXOAHbIX KOAOB, KOHCTPYKTOPCKOM N TECTOBOM
OOKyMeHTauun, B pesynbTaTe Yero co3gatoTcs yrpo3bl MHOPMAaLMOHHBIM pecypcaM, KOTopble MOryT ObITb
peanun3oBaHbl C MOMOLLbIO HENM3BECTHBIX MPOrpaMMHO-annapaTHbIX CUCTEM U Yepe3 MHTepdencsl B3anmoaemn-
CTBYHOLLMX MPOrpamMmmMHoO-annapaTHbIX MPOAYKTOB.

TpeboBaHua poBepusa kK 6e3onacHocTn nHgpopmauumn ycraHosnensl B FOCT P MCO/M3K 15408-3, B
COOTBETCTBUU C KOTOPLIM AJ151 CUCTEM C OLLleHOYHbIM YypoBHeM fosepust (OY[), HaumHas c OY[15, npegycmoTpe-
HO npoBedeHue obsasaTtenoHoro aHanu3da CK. [Npu ncnonb3oBaHuy annapaTHO-NPOrpaMMHbIX NPOAYKTOB
WHOCTPaHHbIX NPOM3BOAUTENEN B YCNOBUSIX OTCYTCTBUSA HA HUX KOHCTPYKTOPCKON, TECTOBOM JOKYMEHTALMK U
NCXOHbIX KOOOB HEBO3MOXHO rapaHTMpOBaTh OTCYTCTBME B HUX NOTEHUUarbHO BPEJOHOCHbIX KOMMOHEHTOB,
BKITHOUEHHbIX CreuuasnbHO UM BOSHUKLLMX CyYanHo (Hanpumep, NporpaMmmMHon ysisasuMmocTi). Takum obpasom,
TpeboBaHue aHanusa CK B Poccuiickon Pepepaunmn asnsetcs HeobxoanmbiM ycrnosmem 6e3onacHoro gyHk-
LMOHMPOBaHMA cncTem, obpabaTtbiBaloLLnX LEHHYO MHCPOPMaLUIO UM UCNIONB3YHOLLMX MMMOPTHOE annapar-
Ho-nporpaMmMmHoe obecneyveHne, B ToM yucne n gns cuctem c OY[ Hmxke OY[5.

B pekomeHgauusx no opraHmsaumm awwmtbl uHopmauuu, UT n AC oT aTtak c ucnons3oBaHnem CK onpe-
aenex nopsagok nomcka CK n npotmeogencteus CK.

Hactosawmin ctaHgapT paspaboTtaH B passutie FTOCT P MCO/M3K 15408-3, TOCT P MICO/M3K 17799
(B 4acTn MeponpuaTUn N0 NPOTMBOAENCTBUIO yrpo3am UB, peanusyembimM ¢ ncnonb3osaHnem CK) u [1].
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKOMNW SGEOEPALUUM

UHcopmaumoHHasa TexHonorus

3ALUTA MHOOPMALMOHHbIX TEXHONOIMA U ABTOMATU3UPOBAHHbIX CUCTEM
OT YIPO3 UHOOPMALIMOHHON BE3OMNACHOCTW,
PEAJNIU3YEMbIX C UCMOJIb3OBAHUEM CKPbITbIX KAHAINOB

YacTtb 1

OO0Lme nonoxeHus

Information technology. Protection of information technologies and automated systems against security
threats posed by use of covert channels. Part 1. General principles

OaTta BBegeHuns 2009—10—01

1 O6nacTb NnpuMeHeHusA

HacTtosawmn ctangapt yctaHasnueaeT knaccudukauuio CK n onpegenset 3agayu, peluaemMble npuy npo-
BeaeHun aHanusa CK, 4yTo aBnsieTca HeobxoanMMOKM CoCTaBnAaoLLEN ANs onpeaeneHns JanbHenwero nopsaaka
opraHusauuu 3almTsl tHopMauum oT atak ¢ ncnonb3oBaHnem CK, a Takxe ycTaHaBnuBaeT NOPSAOK NpoBe-
AeHus aHanusa CK gna npogyktos u cuctem T n AC, pesynbTaTbl KOTOPOro MCMOMb3YHTCA NPU OLLeHKe AoBe-
pus K Mepam 3aLnTbl UHPOPMaLMOHHBIX cuctem n AT.

HacTosawmi ctaHgapT npegHasHayveH ans 3akasqnkoB, pa3paboTymnkoB v nonb3oBatenen NT npu dop-
MUPOBaHUM MK TpeboBaHUM K pa3paboTke, MPMoBPETEHUIO N MPUMEHEHMWIO NPOAYKTOB 1 cnuctem T, koTopble
npegHasHayeHbl Ansg o6paboTkW, XpaHeHns nny nepegaydm MHdopmaumm, nognexailien sawmte B COOTBET-
CTBUW C TpeboBaHNAMM HOPMATUBHbIX AOKYMEHTOB Uiy TpeboBaHuAMMN, yCTaHaBIMBaeMbiMMU COBCTBEHHMKOM
nHopmauun. Hactoawmi ctaHgapT NpegHasHayeH Takke Ang opraHoB cepTudmkaumm n ucnbiTatenbHbIX
nabopaTopuin Npu NpoBeAeHnn oLeHKn 6esonacHocTu 1 cepTudukauumn 6esonacHoctn UT n AC, a Takke ons
aHanuTuyecknx noapasgeneHnn u  cnyx6 ©GesonacHOCTM [Afs  COMOCTaBfEHUS  Yrpo3  LeHHbIM
MHMOPMaLMOHHBIM aKTUBaM C NOTEHLManbHOM BO3MOXHOCTLIO yiiepba vyepes CK.

2 HopmaTtuBHbIe CCbINKU

B HacTosiLem cTaHgapTe MCNoNb30BaHbl HOPMATMBHbBIE CChINIKM Ha crieayoLme cTanaapThbl:

FOCT P UNCO/M3K 15408-3—2008 HdbopmaumoHHas TexHonornsa. Metoabl v cpeactaa obecneyeHns
6esonacHocTu. Kputepum oueHkm 6e3onacHoCT MHPOPMaLMOHHBIX TexHonornn. Yacts 3. TpeboBaHuna nose-
pusi kK 6esonacHoOCTK

FOCT PUMCO/M3K 17799—2006 NHdopmaumnoHHas TexHonorus. lNpaktnyeckne npasuna ynpaBneHms
NHOpMaLMOHHON 6e30NaCHOCTbIO

MpwnmedyaHune—punons3oBaHWM HACTOALMM CTaHAAPTOM LienecoobpasHo NpoBeEpPUTb AENCTBME CCbINOoY-
HbIX CTaHOapTOB B MHAOPMAaLMOHHOW cucTemMe obLiero nonb3oBaHuA — Ha odumumansHom cante dPepepanbHOro
areHTCTBa Mo TEXHUYECKOMY PEryrnnpoBaHnio u MeTpPorormn B cet VIHTEpPHET Unun no exerofHo nsgasaeMomMy MHgopma-
LIMOHHOMY yKa3aTento «HaunoHanbHble cTaHAapThl», KOTOPbLIV ONy6MKoBaH NO COCTOAHMIO Ha 1 sHBapS TEKyLLero roaa, n
Mo COOTBETCTBYIOLMM €XEMECAYHO N3[aBaeMbliM MHPOPMALIMOHHBIM yKa3aTensam, onybnmMkoBaHHbIM B TEKYLLEM roay.
Ecnu ccbinoyHbin cTaHAapT 3aMeHeH (M3MEHeH), TO NpuW NoMb30BaHWM HACTOSALLMM CTaHAAPTOM crieqyeT pyKoBOACTBO-
BaTbCH 3aMEHSAIOWMM (M3MEHEHHBIM) CTaH4AapTOM. Ecnu cebinoyHbIn cTaHgapT oTMeHeH 6e3 3aMeHbl, TO NOMNoXeHNe, B
KOTOPOM AaHa CChblifika Ha Hero, MPUMEHSETCS B YacTH, He 3aTparnBaroLLen 3Ty CCbIMKY.

U3spaHue ocbnumanbHoe
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3 TepMuHbI 1 onpeaeneHus

B HacTosWem cTaHOapTe NPUMEHEHbI CreayroLmMe TEPMUHBI C COOTBETCTBYIOLLMMN OnpeaeneHnsMu:

3.1 aBTOMaTu3MpoBaHHas cuctema: Cuctema, CocTosLas U3 nepcoHana n Komnnekca cpeacTs aBTo-
MaTn3aummn ero AesTenbHOCTU, peanunayroLlas MHHOPMALMOHHYIO TEXHOSOMMIO BbINONHEHWS YCTaHOBMNEHHbIX
DYHKUUA.

3.2 areHT HapywwuTens: Jluuo, nporpaMmHoe, NporpaMMHo-annapaTHoOe Unu annapaTtHoe CPpeacTBo,
OEeVCTBYIOLMNE B MHTEpPECax HapyLunTens.

3.3 akTtuBblI (assets): Bce, 4To MMeeT LieHHOCTb 4N OpraHM3aumm U HaxoAUTCS B €e PaCMOPSHKEHUN.

MpwumeyaHune— KaktuBam opraHuszaunm MoryT OTHOCUTLCS:

- BblYMCNUTESNbHbIE, TENIEKOMMYHWKALMOHHbIE U NPOYME PECYPChI;

- MHMOPMaLUMOHHbIE aKTWBbI, B T.4. pasnuyHble Buabl MHOPMaLMM Ha cregyoLwmx asax nx XnM3HeHHOro uukna:
reHepaums (cosgaHue), obpaboTka, xpaHeHue, nepegayda, yHUUTOXKEHNE;

- NpOoAyKTbl N YCNyru, NpeaocTaBnseMble CTOPOHHUM OpraH13aLusim.

3.4 6nokupoBaHue goctyna (K MHdopMauum): lNpekpalleHre unu satpyaHeHne 4oCTyna 3aKOHHbIX
nosib3oBaTenen K UHdhopmMauuu.

3.5 BpenoHocHasi nporpamma: [lporpamma, npegHasHavyeHHas 4ns oCyLLeCTBNEeHNss HECaHKLUOHUPO-
BaHHOro focTyna u (Mnu) BO3AencTBUs Ha MHAOPMaLLMIO UK pecypcbl MHPOPMaLIMOHHON CUCTEMBI.

3.6 rnmybuHa aHanu3a ckpbIToro kaHana: CteneHb BapbMpOBaHUS NPUMEHSEMbIX CPEACTB NO CroX-
HOCTV ANS MAEHTUMMKaLMM CKPLITOro KaHara u ero xapakTepucTuk.

3.7 poBepwume (assurance): OCHoBaHuWe A1 yBEPEHHOCTU B TOM, YTO OOBEKT COOTBETCTBYET Liensim 6e30-
MacHOCTMW.

3.8 naeHTUdMKauus ckpbITOro KaHana: BoisiBneHne BO3MOXHOCTY CyLLIECTBOBaHUSA CKPbITOrO KaHana
1 onpegerneHne ero MecTta B knaccudmkaumm.

3.9 uHdopmauumsa orpaHM4yeHHOro goctyna: Bug ceegeHuin, 4OCTYN K KOTOPbIM OFpaHUYEH 1 pasrna-
LLIEHNE KOTOPbIX MOXET HaHeCTH yLLepb MHTepecaM Apyrux nuu, odLecTea 1 rocyaapcraa.

3.10 nHdopmaumoHHas 6e3onacHocTb (information security): Bce acnekTbl, cBaA3aHHbIE C onpeaene-
HWeM, JOCTUXEHUEM N MOAAEPXKAHNEM KOH(PMAEHLMANBHOCTU, LENOCTHOCTU, AOCTYNHOCTN, HEOTKa3yeMOCTH,
NOAOTYETHOCTU, ayTEHTUYHOCTM M JOCTOBEPHOCTU MHGOPMaLIMK UK CPEACTB ee 06paboTKu.

3.11 nHndopmaumoHHaa cuctema: OpraHM3aLMOHHO YNopsiAOYeHHas COBOKYMHOCTb OOKYMEHTOB
(MaccuBOB AOKYMEHTOB) Y MHPOPMAaLMOHHBIX TEXHOMOIMI, B TOM YUCTIE C UCMONb30BaHNEM CPEACTB BbIYMCN-
TerNbHON TEXHWUKM 1 CBA3U, peanusyoLwmx MHOPMaLMOHHbIE NPOLIECCHI.

MpumeyaHue— VMHbopMaLMOHHbIE CUCTEMbI NpeaHasHadYeHbl ANs XxpaHeHUs, 06paboTku, noucka, pacnpoc-
TpaHeHus, nepegayn v NpefocTasneHns UHopMaLmu.

3.12 nHdopmaumoHHasa TexHonorus: MNpuembl, cnocobbl 1 METOAbI MPUMEHEHWSA CPEACTB BbIYUCIIU-
TENbHOW TEXHMKWU MPU BbINOMHEHUN PYHKUMIA cOopa, XpaHeHus, 06paboTku, nepedayn U UCMNONb30BaHUSA
OaHHbIX.

3.13 nHcopMaLMOHHbIN O6BLEKT: DNeMEHT NporpamMmbl, cogepXxalimin parmeHTsl MHOPMaLUN,
LMPKYNMpytoLLen B nporpamMmme.

MpwnMeyaHune— B 3aBUCMMOCTY OT A3blka MPOrPaMMNPOBaHNSA B Ka4ecTsBe MHPOPMALIMOHHbBIX OBGLEKTOB MO-
ryT BbICTYNaTb NepPeMeHHble, MacCuBbl, 3anucu, Tabnuupl, dannsl, parMeHTbl onepaTMBHON NAMATU U T.M.

3.14 wnHdopmaumoHHbIN noTok (information flow): Mpouecc B3aumoagencTenst UICTOYHMKA MHpOpMa-
Lun 1 ee nony4vaTens.

MpumeyaHune— NHDOPMALMOHHBIN NOTOK MOXET ObITb paspeLleHHbIM U HepaspelueHHbIM. HdopmaLmoH-
HbI NOTOK Mexay obbekTaMn X 1Y CyLLeCcTBYET, eCnu cpeaHsis B3aumHas nHdgopmaums 1(X,Y) 6onbie 0. Matematuyec-
kas mogesnb MHPOPMaLMOHHOIO NOTOKa MOXET ONPEAEnATLCA Kak KOHEYHbIN aBTOMAT, B KOTOPOM UCTOYHMK COOBLLEHUS NOo-
CbIfaeT BXOAHOE CIOBO Ha BXOA, aBToMara, a nonyyaresis COo6LLEeHNs BUAUT BbIXOAHYO NOCNeA0BaTENbHOCTL aBToMara.

3.15 mncyepnbiBaroLWKMM aHanNn3 CKpbITbIX KaHanoB (exhaustive covert channel analysis): AHanus, npu
KoTopom TpebyeTcsa npeacTaBneHne AONONHUTENBHOrO CBUAETENBCTBA, MOKAa3bIBAIOLLEr0, YTO NNaH UAEeHTU-
dvKaLmMm CKPbITbIX KAHANOB OCTATOYEH ANA YTBEPXKAEHUS TOro, 4TO 6bINM ncnpoboBaHbl BCE BO3MOXHbIE MyTH
nccneaoBaHUs CKPbITbIX KAHANOB.

3.16 knto4: KoHKpeTHOe CeKpeTHOe COCTOSIHNE HEKOTOPbIX NapaMeTpoB anropMtMa Kpuntorpaduyec-
koro npeobpasoBaHuWs AaHHbIX, 0becneynBatoLLee BbIGoOp 04HOr0 Npeobpa3oBaHNs U3 COBOKYMHOCTU BCEBO3-
MOXHbIX AN J@aHHOro anropMtma npeobpa3oBaHui.
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3.17 KOMMYyHMKaLMOHHbIN KaHan: COBOKYNHOCTb HOCMTEeNen nHdopMaunm, 4OCTaBnALWMNX coodLe-
HME OT UCTOYHUKA K MPUEMHMUKY .

3.18 KpuUTUYecKn BaxHble 06beKTbl: OObEeKTbI, HapyLleHe unu npekpaiwieHne yHKLNOHMPOBaHUS
KOTOPbIX MPUBOAMT K MOTepe yMpaBreHusl, paspyLleHutio UHpacTpyKTypbl, HEOOpaTUMOMY HeraTMBHOMY
N3MEHEHUIO UIW Pa3pyLUEHMIO 3KOHOMMKN CTpaHbl, CyObekTa UM agMUHUCTPaTUBHO-TEPPUTOPMANBLHON ean-
HULbI UITN K CYLLLEECTBEHHOMY YXyALeHno 6e30nacHOCTY XN3He4eATENbHOCTY HaceNeHUs, MPoXNBatoLLLero Ha
3TUX TEPPUTOPUSAX ANUTENBHBIN NEPUO] BPEMEHN.

3.19 mexaHu3m nepegaum uHdopmauumn: PeannsoBaHHbIN cnocob nepedaym MHopmaLmm oT oTnpa-
BUTENS K nonyyarteno.

3.20 mogmudcukauma uHdopmaummn: LleneHanpaBneHHoe M3MeHeHWE OpMbl NpeacTaBneHus u
coaepXxaHuns MHopMaumm.

3.21 HapywwuTtenb 6e3onacHocT Hdopmauum (adversary): dusnyeckoe nnuo (CyobLEeKT), CnyyYyanHo
Unun npegHaMepeHHo coBepLUMBLLEE AeNCTBUSA, CreACTBUEM KOTOPLIX ABMASETCA HapylleHune 6e3onacHOCTH
nHopmauun npm ee obpaboTke TEXHUYECKMMU CPeaCcTBamMU B MHEPOPMALIMOHHbBIX CUCTEMAX.

3.22 HecaHKUMOHMpPOBaHHbIM AOCTYN K MHopMaumm (unauthorized access to information): Joctyn k
NMHopMaLUm UM enCcTBMSA C MHOPMaLMEN, HapyLUaloLLMe NpaBuna pasrpaHMyeHuns 4oCTyna c UCnonb3oBa-
HMEM LUTaTHbIX CPEACTB, MPeoCTaBAseMbIX CPeACTBaMMU BbIYUCIIUTENBHOW TEXHWUKN Ui aBTOMaTU3NPOBaH-
HbIMW CUCTEMaMMW.

MpumeyaHue— [JocTyn Kk 06beKTy NnogpasymeBaeT 1 OCTYN K codepikalleincsl B HeM MHdopmaLlum.

3.23 ob6beKT (object): NMaccuBHbLIA KOMNOHEHT CUCTEMbI, XPaHSILLMIA, MPUHUMAIOLLIUA MU NepeaaroLLnii
MHdOopMaLMLO.

3.24 oueHka onacHocTu: OnpeaeneHune cTeneHn BO3MOXHOIo AeCTPYKTUBHOIO BO3AENCTBUS.

3.25 oueHO4YHbIN ypoBeHb AoBepus (evaluation assurance level): NakeT KOMNOHEHTOB OOBepus,
NPeACTaBNSALLMA HEKOTOPOE NONOXEHWE Ha NPefoNPEeAENEHHON B HEM LLKaNe JOBEPUS.

MpumedyaHue—TllakeT KOMMNOHEHTOB OOBEpUsi OnpeaensieTcs B cooTBeTcTBUMU ¢ TpeGosaHusimu TOCT P
NCO/M3K 15408-3.

3.26 nmaponb pgoctyna (password): MoeHTudumkatop cybbekta AocTyna, KOTOPbIA SBMSETCA €ro
(cybbekTa) cekpeTom.

3.27 nepcoHanbHble AaHHble: JTlobas nHdopmauns, oTHocALasncs K onpegeneHHoMy unv onpeaens-
€MOMY Ha OCHOBaHUU Takon nHopmauum pmandeckomy nuuy (CybbekTy nepcoHanbHbIX AaHHbIX).

MpumeyaHune—B kayecTBe NepcoHaribHbIX 4aHHbIX MOFYT UCMOMb30BaTLCA DaMUMUS, UMS, OTYECTBO, oA,
MecsiL, AaTa v MEeCTO POXAeHUsi CyObeKTa nepcoHasbHbIX AaHHbIX, @ Takke agpec, cemeinHoe, couuanbHoe, UMYLLECTBEH-
Hoe nonoxeHune, obpasoBaHue, Npodeccus, AOXoAbl U Apyras MHopMaLms.

3.28 nonuTtuka 6e3onacHocTu nHcpopmaumum (information security policy): CoBOKynHOCTb JOKYMEHTU-
POBaHHbIX MPaBuIl, Npoueayp, NPakTMYeCcKnX NpueMoB U1 PpyKOBOAALLMX NPUHLMMOB B 06riacti 6esonacHoc-
TV HbopMaLMK, KOTOPbIMU PYKOBOACTBYETCS OpraHm3aunsi B CBOen AeATENbHOCTH.

3.29 npopaykTt (product): CoBOKYNHOCTb NPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX W/Knn annapaTHbIX
CpeacTB MHPOPMaLMOHHBIX TEXHOMOIMIN, NpeaocTaBnsoLwas onpeaeneHHble (PyHKUMOHanbHbIE BO3MOXHOC-
TW U NpeAHa3HavYeHHas 4ns HenocpeaCcTBEHHOMO UCMOMNb30BaHUA UMW BKIMIOYEHWS B Ppa3fnnyHble CUCTEMDI.

3.30 nponyckHas cnoco6HOCTb CKpbITOro kaHana (covert channel capacity): Konmyectso nHcgpopma-
LUK, KOTOPOE MOXET ObITb MepeaaHo No CKPbITOMY KaHany B e4UHWLLY BPEMEHW UITM OTHOCUTENBHO Kakon-nnmbo
OPYrov LWKarnbl U3MepeHus.

3.31 cucrema (system): Cneundmnyeckoe BOMoLLEHNE UHPOPMALMOHHBIX TEXHOMOMMIN C KOHKPETHBIM
Has3Ha4YeHneM 1 yCroBUAMM aKCnnyaTaumm.

3.32 cuctemMaTMieCcKuM aHanms CKpbITbIX KaHanoB (systematic covert channel analysis): AnHanus, npu
KOTOpPOM pa3paboTynk cucTeMbl MHPOPMALIMOHHbBIX TEXHOMOMMIA 1 aBTOMaTU3NPOBAHHbLIX CUCTEM [AOKEH
NOEHTMULNPOBATL CKPbITbIE KAaHanbl CTPYKTYPUPOBAHHBIM M MOBTOPSEMbIM 0Opa3om B MPOTUBOMOIOXKHOCTb
NOEHTMUKALMKN CKPbITbIX KAHANOB YaCTHBEIM METOA40M, MPUMEHMMbIM 4151 KOHKPETHOWN CUTyauun.

MpuMeyaHune— VaeHTUdDKUKaLMS CKPbITbIX KAHANOB OCYLLECTBMAETCS, Kak NpaBuno, B COOTBETCTBMU C Mia-
HoM obecrnevyeHns 6e3onacHoOCTu.

3.33 ckpbITbIY KaHan (covert channel): HenpegycmMoTpeHHbIN pa3paboTymkom cuctemsl MHpopMaLm-
OHHbIX TEXHOSOMMI M aBTOMAaTU3NPOBAHHBIX CUCTEM KOMMYHWUKALMOHHbIN KaHar, KOTOPbIN MOXeT ObITb MpuMe-
HeH ANs HapyLUeHUs NoNMTuKM 6esonacHoCcTL.

3.34 cpepa nepepauun: Pnanyveckas peanusauns npouecca nepegadm MHOopmaumm.
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3.35 cyb6bekT (subject): AKTUBHbIN KOMMNOHEHT CUCTEMbI, 00bIYHO NPEeACTaBMNEHHbIN B BUAE NONb3oBaTe-
N8, npoLecca Unu ycTporcTBa, KOTOPbIe MOTYT AIBUTLCSA NPUYMHaMM NOTOKa MHpopMaLmMmn OT 06 beKTa K 06 bekTy
NN U3MEHEHNSI COCTOSIHUSI CUCTEMBI.

3.36 yrpo3sab6e3onacHocTtu (threat): CoBOKyMmHOCTb yCNOBUI M haKTOPOB, CO34aloLLMX MOTEHLNANbHYIO
NNV peanbHo CYLLECTBYHOLLYH ONAaCHOCTb, CBA3aHHYO C yTe4Kom MHdopMaLmm /Mnv HeCaHKLMOHNPOBaHHbLIMU
n/vnn HenpeaHamepeHHbIMW BO3AENCTBUAMN Ha Hee.

3.37 ynonHomMmo4eHHbIN nonb3oBarenb (authorised user): Nonb3oBaTenb, KOTOPOMY B COOTBETCTBUM
C NONUTUKON Ge30MacHOCTU paspeLLleHO BbINOMHATbL Kakyto-nnbo onepaumio.

3.38 yuwep6: OTpuuaTenbHble NOCNeACTBUS, BO3HUKAKOLLNE BCIEACTBME NPUYNHEHNS Bpe4a akTuBaMm.

3.39 yasBumMocTb: CBONCTBO CUCTEMbI, KOTOPOE MOXHO UCMONb30BaTh AN HapyLLeHUs MHOPMaLMOH-
Hol 6e30NacHOCTUN CUCTEMbI MHPOPMALMOHHBIX TEXHOMOMMIN 1 aBTOMaTU3MPOBaHHbIX CUCTEM.

4 O6Lwmne nonoxeHus

4.1 HacTtoswun ctaHgapTtonpegensieT cneayoLmMii NopsiioK AeNCTBUIN NO onpeaeneHuto cTeneHn onac-
HocTu CK ang akTMBOB OpraHv3aLmu, BbiIgBNEHWIo 1 npoTueogenctauto CK:

- MpoBeAeHMne Knaccudmkaumm akTMBOB B 3aBUCMMOCTM OT CTEMEHW OMACHOCTU aTak C UCMOMb30BaHNEM
CK c y4yeToM BO3MOXHbIX yrpo3 6€30MacHOCTM aKkTUBam;

- onpegeneHne Heobxogumon rny6uHel aHanuaa CK B 3aBUCMMOCTM OT TWMa akTMBOB;

- npoBegeHune aHanuaa CK, BkntovatoLlee B cebs BbINOMHEHWE Crieyowux 3agay:

ngeHtTndukaumns (BoiseneHme) CK,
oueHka nponyckHou cnocobHocT CKnoueHka onacHOCTH, KOTOPYHO HECET UX CKPbIToe DYHKLMOHK-
poBaHue;

- MeponpusaTus Mo 3almTe OT Yrpos, peanuayeMbix ¢ ucnonb3oBaHnem CK, n Bkntovawwme B cebs
BbIMNOMTHEHWE CneayoLmnx 3ajay:

NPUHATUE PELLEHWI O BHEOPEHWM 3aLUUTHBLIX MEP A4S NPOTUBOLENCTBUSA yKasdaHHbIM yrpo3am 6e30-
nacHoCTH,
npoTtueoaencTaune peanum3auunm CK BNAoTb 40 €ro YHUUTOXEHUS.

4.2 Knaccudukaums salmiiaemMbiX akTUBOB B 3aBUCMMOCTM OT CTEMEHM ONAacHOCTU aTak C UCNonb30oBa-
Hunem CK npuBegeHa B pasgene 7.

4.3 nybuHy aHanusa CK onpegenstoT LEHHOCTbIO aKTMBOB, TO €CTb yLepbom, KOTOPbIA MOXET BbIThb
NPUYMHEH B pe3ynbTaTte peanuaalmm yrpo3 6e3onacHocTu, peanmayembix ¢ ucrnons3osaHmem CK, To ecTb puc-
KOB, BO3HUKAIOLLMX BCNEACTBME HanmMuusa aTux yrpos. Knaccudukaums Takux yrpos npusegeHa B pasgene 6.

4.4 NpeHtudukauma CK onpenenseT cyObekTbl (MCTOYHUK U NonyYvaTenst), Mexay KOTOpbiMU NOTEHLM-
anbHO MOXeT cyuwlectsoBatb CK, napameTpbl, NpM MaHWUMynuMpoBaHWM KOTOPbIMU MPOUCXOAUT nepefadya
MHcopmMauun, napameTpebl, 3a CHET BapMaLMn KOTOPbIX MPOUCXOAMUT YTEHUE nHGOpMaLMK, cpeay nepegaym
NMHopMaLUn, NorMyeckne ycrnoBus, Npu KOTOpPbIX BO3MOXHa nepegadva nHdopmaumn. MoeHtndukauma CK
MOXeT NPOBOAUTLCS Kak Npu pa3paboTKe CMCTEMbI MyTEM UCCIIe40BaHMSA NOTEHLMAIbHbLIX KAHAMOB YTEYKN UITN
KaHaroB BO34ENCTBUS, TaK U B pEXMME IKCMyaTaLmm CUCTEMbI NyTeM HabMAEHUS NPU3HAKOB, aeHTUhULN-
pytowmx Hannuue CK. B nocnegHem cnyyae CK BbISIBASHOTCSA C MOMOLLbIO HabMoaeHns 3a napameTpamu cucTe-
Mbl. B gokymeHTaumm no 6e3onacHocTy nHpopmauumn AomKHO ObiTb OTpaXeHo, kakune knaccbl CK moryT ObiTb
BbISIBIIEHbI C MOMOLLbIO NCNOJTb3YyEMOM CUCTEMBI HABNOAEHNS.

4.5 OueHKy nponyckHoM cnocobHoCcTM naeHTndmnumpoBaHHbix CK npoBoasaTt hopmanbHbIMU, TEXHUYEC-
KMMU METOAaMM UM MeToaamMmn MOAENUPOBaHMS.

4.6 MNpu NPUHATUM peLLeHnn 0 BHEAPEHNN 3aLLUTHBLIX Mep ANs1 NPOTUBOAENCTBUS yrpo3am 6esonacHoc-
T, peanuayemMbiM ¢ ucrnonb3oBaHneM CK, Heo6xoanmo yunTbiBaTh BO3MOXHbIN PUCK HaHECEHUS yLLepba aKkTu-
BaM OpraHusaLmm, KOTopblI CBA3aH B TOM YXCIE C NPONYCKHOM cnocobHocThbio CK.

4.7 TpoTtuBogencteue onacHeliM CK MOXeT OCyLleCTBMASATbCA C MOMOLLbBIO CeayroLWmx CpeacTB M
MEeTOO0B:

- nocTtpoeHue apxutekTypbl T nnn AC, nossonstoLLen nepekpbiTe CK unu cgenate nx nponyckHyo cro-
COBOHOCTb HaCTONMbKO HWU3KOW, YTO KaHalrbl CTAHOBATCH HeonacHbIMWU. OTOT MeToA NMPUMEHSIeTCA Ha aTane
npoektupoBanuna AT unu AC;

- UCnorb3oBaHME TEXHUYECKNX CPeACTB, N03BONALMX NepekpbiBaTe CK unm cHUXKaTb UX MPOMYCKHYHO
CMOCOBHOCTb HMXKE 3a4aHHOI0 YPOBHS;

- Mcnornb3oBaHWe NPOrpamMMHO-TEXHUYECKNX CPeaCTB, MO3BONSAOLWUX BbISBNATL paboTy onacHbix CK B
npoLiecce aKcnnyaTauum cucteMsl. BoisiBneHue npusHakoB paboTbl CK MoxeT no3BonmTb 6r10KMpoBaTh UX BO3-
JencTBue Ha UHOPMaLNOHHbIE pecypchl;

4
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- NpuMeHeHne opraHn3auymMoHHO-TEXHNYECKNX Mep, NO3BONALWNX NMMKBUONPOBATb CKwunn YMEHbLLUNTb
MxX nponyckHyr cnocobHOCTb 40 6He30nacHOro 3Ha4YeHus.

5 Knaccudumkaumsa cKpbITbIX KaHanoB

5.1 CKno mexaHun3my nepegayun nHopmauumn nogpasnensitoT Ha:

- CKno namsty;

- CKnoBpemeHu;

- CKpbITbl€ CTaTUCTUYECKME KaHasbI.

5.2 CKnonamsaTn 0CHOBaHbl Ha HANNYMKU NaMATH, B KOTOPYIO NepedatoLLmi cyObeKT 3anucbiBaeT MHop-
Mauuio, a MPUHNMAIOLLNIA — CYUTLIBAET ee.

CKpbITOCTb KaHaNoB Mo NamATH oNpeaenseTca TeM, YTO CTOPOHHUI HabnogaTenb He 3HaeT TOro MecTa B
namsaTu, rae 3annucaHa ckpbiBaemas MHopmauums.

CK no namatv npegnonaraloT NCNOMb30BaHWE PeCypCoB NamATh, 0gHAKO Cnocob NCNonb30BaHMSA Nams-
TN HE yYnTbIBaeTCA pa3paboTyrkamMu CUCTEMbI 3aLLUMTbI U MOITOMY HE MOXET BbISBMATLCS UCMONb3yeMbIMU
cpencTBamu 3aWwuThl.

5.3 CKno BpemeHn npegnonaratoT, 4TO nepeaatoLLmin MHPOPMaLMio CyObeKkT MoaynmMpyeT C NOMOLLbHO
nepegaBaemMon UHOpMaL MM HEKOTOPbLIA N3MEHSAIOLLIMACA BO BPEMEHU NpoLece, a CyObekT, NPUHUMAIOLLNIA
NMHoOpMaLuo, B COCTOSHUM AeMOAYNMPOBaTh nepefaBaeMblil curHan, Habnogas HecyLwmn nHpopmauuio
npouecc Bo BpemMeHu. Hanpumep, B MHOrosagadHowm onepaunoHHon cucteme (OC) LeHTpanbHbI Nnpoueccop
SBnsieTCa pasgensiemMbiM UHOPMALMOHHO-BLIYUCTTMTENBbHBIM PECYPCOM A8 MPUKaaHbixX nporpamm. Mogy-
NMpys BpeMS 3aHATOCTM NpoLeccopa, MPUIoXKeHns MOryT nepedaBaTth APYr APYry HeneranbHble AaHHbIE.

5.4 CKpbITbI CTaTUCTUYECKNIA KaHaM UCNONb3YET AN nepefayn nHdpopMaLmm UsSMeHeHe napaMmeTpoB
pacnpeaerneHuit BeposaTHOCTEN NiobbiX XapakTepucTMK CUCTEMbI, KOTOPbIE MOTYT paccMaTpuBaTbCs Kak Crny-
YanHble N ONUCLIBATLCS BEPOSAITHOCTHO-CTAaTUCTMYECKUMM MOAENSIMM.

CKpbITOCTb TakuX KaHanoB OCHOBaHa Ha TOM, YTO Nnony4varterib MHopMaLmm MMeeT MEHbLLYIO Heonpeae-
NEHHOCTb B ONpeaeneH1m napameTpoB pacnpeneneHnin Habngaemblx XapakTePUCTUK CUCTEMBI, YeM Habmto-
AaTernb, He UMetoLWMA 3HaHu o cTpykType CK.

Hanpumep, nossneHne peanbHOW, HO MarnoBepoSATHON KOMOMHAaLMK B NPUCIIaHHOM NakeTe B 3aaHHbIN
NPOMEXYTOK BPEMEHU MOXET O3Ha4YaTb CUrHar K cBoto B KOMNbIOTEPHOW CUCTEME.

5.5 CKno namsTu, B CBOIO oMepeab, N034paBnsaioT Ha:

- CK, oCcHOBaHHbI€ Ha COKpPbITUM MHGOPMAaLINK B CTPYKTYPUPOBAHHbIX OAHHBIX;

- CK, ocHOBaHHbI€ Ha COKPbITUN UHpOpMALIUK B HECTPYKTYPUPOBAHHBLIX AAHHbIX.

5.6 CK, ocHOBaHHbIe Ha COKpPbITUM MHOPMaLUN B CTPYKTYPMPOBaHHbLIX AaHHbIX, UCNOMb3YOT BCTpanBsa-
HMe JaHHbIX B UHPOPMaLMOHHbIE 06 bEKTbI C POPManbHO ONMMCAHHON CTPYKTYPON 1 hopMarnbHbIMU NpaBuiamm
obpaboTkn. Hanpumep, BHyTpeHHWUIA hopmaTt parnos, MCNoSb3yeMblX COBPEMEHHbLIMU TEKCTOBLIMU MpoLec-
camu, cogepXvT psia nomneun, He oTobpakaemblX NpW pedakTupoBaHuu darna, No3TOMy OHW MOryT ObiTb
NCMNOMb30BaHbl A/19 BCTABKM CKPbITON MHOpMaLuu.

5.7 CK, ocHoBaHHbIe Ha COKPbITUN MHGOPMAaLIMM B HECTPYKTYPUPOBAHHBIX aHHbIX, UICNONb3YIOT BCTpau-
BaHVe JaHHbIX B MHopMaLnoHHbIe 06bekTbl 6e3 yueTa hopManbHO ONMCAHHOM CTPYKTYpbl (HanpumMep 3anucb
CKPbITON MHhOpMAL MM B HAMMEHEeEe 3HaYMMble BUTbl 300paxeHust, He NpMBOAALLAsA K BUAUMbIM NCKaXXEHNSM
n3obpaxeHus).

5.8 CKno nponyckHom cnocobHOCTM NoapasfensioT Ha:

- KaHarn C HM3KOW NPONyCKHOM CMOCOBHOCTbIO;

- KaHarn C BbICOKOW MPOMYCKHOM CMOCOBHOCTLIO.

5.9 CK gaBnsieTcst kaHanom ¢ HU3KOW NPOMYCKHOM CMOCOBHOCTBLIO, €CN €ro MNPOMyCKHOM CnocoBHOCTH
OO0CTaTOYHO AN nepefaydn LeHHbIX MHOPMaLMOHHBIX 0OGBEKTOB MMHUMAaIbHOro obbema (Hanpumep, Kpun-
Torpadomyeckme Kroyu, Naponn) UM KoMaHz 3a NpoMeXyToK BpEMEHW, Ha MPOTSXKEHUM KOTOPOro AaHHas
nepegava ABNSETCA akTyanbHON.

5.10 CKsaBnseTtcsa kaHanom ¢ BbICOKOM MPOMNYCKHOM CMOCOBHOCTBI0, €CNK €ro NPonyckHasi CocoBHOCTb
no3BonseT nepegasaTb UHHOPMaLNOHHbLIE OOBEKTBI CpeaHero 1 6onbLIOro pasmepa (Hanpumep, TEKCTOBbIE
davinel, ndobpaxeHus, 6a3bl 4aHHbIX) 38 MPOMEXYTOK BPEMEHU, HA MPOTSKEHUM KOTOPOro AaHHblE MHOpMa-
LMOHHbIE OO BEKTbI ABMAIOTCHA LLIEHHBIMU.

[ns pelieHns CnoXxHbIX 3afay MOXET Ucnonb3oBaTbcst KoMOHauusa CK, onupatowuxcs Ha pasnnyHble
MeXaHWU3Mbl nepegayu.
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6 Knaccudmkaumsa yrpos 6e3onacHoCcTU, peanusyemMbiX C UCNONb30OBaHNEM
CKpbITbIX KaHasroB

6.1 Yrposabl 6e3onacHoCcTu, KoTopble MOryT ObITb peanuaoBaHbl ¢ noMoLlbto CK, BkntovatoT B cebsi:
BHe[peHve BPe4OHOCHbIX MPOrpaMM U AaHHbIX;

- nogady 31oyMbILLITEHHVKOM KOMaHA areHTy A5 BbINOMHEHUS;

- YTeuKy KpunTorpadu4eckux Knovem unm naponem;

- YTEeYKy OTAemNbHbIX NHPOPMALMOHHBIX OO BEKTOB.

6.2 Peanusauus AaHHbIX yrpo3 MOXET NPUBECTU K:

HapyLUeHNo KOHPMAEHUMANBHOCTU UHPOPMALNOHHBIX aKTUBOB;

HapyLweHuto paboTocnocobHocTn UT n AC;

GroKMpoBaHMIO AOCTYNa K pecypcam;

- HapyLUEHMIO LLeNoCTHOCTM AaHHbIX 1 MO.

6.3 Cuctemamu, Hanbonee nogBepXXeHHbIM aTtakam ¢ ucnons3oBaHnem CK, senstoTcs:

- MHOrononb3oBaTenbCckue pacnpeaeneHHble CUCTEMbI;

- CUCTEeMBbI C BbIXOAOM B rnobanbsHble ceTu;

- CUCTEMBI, UCMONb3ytoLLMe KpunTorpadmyeckne CpeacTBa 3allmThl;

- CUCTEMbI, UICNONb3YIOLLNE MHOFOYPOBHEBYIO (MaHOATHYHO) NONUTUKY pa3rpaHnyeHns 4ocTyna;

- CUCTEeMbI, NporpamMMHo-annapaTHbIE areHTbl B KOTOPbIX HE MOTyT ObITb 0GHapY»KeHbI (B CBA3M C UCMNOMb-
30BaHWeM NPorpamMmMHOro 1 annapaTHoro obecneyvyeHns ¢ He4OCTYMHbIM UCXOOHBIM KOAOM U B CBA3U C OTCYT-
CTBMEM KOHCTPYKTOPCKOWN OOKYMEHTaLmn).

6.4 BsammocBs3b yrpos, peanuadyembix ¢ nomotuubto CK, ¢ Tunamm CK B 3aBUCMMOCTH OT MX NPOMYCKHOW
cnocobHocTu npuBeaeHa B Tabnuue 1.

Tab6nunua 1— B3aumocessb yrpos, peanundyemMbliX C NTOMOLLbI CKPbITbIX KaHaNoB, C TUMaMu CKPbITbIX KaHaoB B 3aBU-
CUMOCTU OT UX I'IpOI'IyCKHOVI CMocoBHOCTH

Tun CKpbITBIX KaHaNoB
Yrposa
CKpbITble KaHasnbl C HU3KON CKpbITble KaHarbl C BbICOKOMN
NpOMYCKHOW CMOCOBHOCTLI0 NPOMYCKHOW CMOCOBHOCTLIO
BHeapeHue BpeJOHOCHbLIX NporpamMmm 1 AaHHbIX + +
Moagaya 3noyMbILLINIEHHUKOM KOMaH areHTy Ans BbInos-
HeHus + +
YTeuka kpuntorpacdnyeckmx Knoven nnm naponemn + +
YTeyka oTaenbHbIX MHOPMAaLMOHHBLIX OO BHEKTOB - +
MprnmMmeyaHUMe— 3HaK «+» — O3Ha4YaeT, YTO MMEETCS CBA3b YrPO3bl C COOTBETCTBYHOLLMM TUMOM CKPbITOrO Ka-
Hana; 3HaK «—» — 03Ha4aeT, YTO CBA3WN He CyLLeCcTBYeT.

7 KﬂaCCM(bVIKaLIMﬂ aAKTUBOB NO CTeneéHn onacHoCT atak € ucnosnb3oBaHUemM
CKpPbITbIX KaHanoB

7.1 B3aBMCMMOCTM OT CTENEHM ONacHOCTM aTak ¢ ucnons3osaHmem CK salumiiaemble akTUBbLI OpraHusa-
Luum NoApasaensioT Ha criegyoLmne Knaccebi:

1-M KnNacc — akTuBbI, coaepXaLlme nHopmauuio, CTeneHb NOABEPKEHHOCTN KOTOPOWN atakaMm, peanu-
3yeMbIM € ncnonb3oBaHnem CK, onpegenset COGCTBEHHMK.

2- Kracc — aKTuMBbI, CoaepXxaLlmne nHopmMaLnio OrpaHNYEeHHOro 4OCTyNa U NepcoHarbHble AaHHbIE
n obpabaTbiBaeMble B CCTEMAX, UMEIOLLNX TEXHNYECKNE MHTEPdENCHI C OTKPLITBIMY CETSIMU UMM KOMMbIOTEP-
HbIMM cUCTEMamm obLLLEero 4OCTyNa, a Takke KOMNbITEPHBIMU CUCTEMaMM, HE NpeanonararLLmMMy 3auTy oT
YTEYKM MO TEXHUYECKNM KaHanam.

3- knacc — aKkTuBbl, coaepKallne cBeJeHUs, COCTaBnsoLmne rocyJapCTBEHHYIO TalHy.
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7.2 Kpowme Toro, cyLecTByeT OCOObIN KNacc akTUBOB, KOTOPbIE YSA3BMMbI C TOUKM 3pEHUS YTPO3, peanunay-
eMblIx ¢ ucnonb3oBaHueM CK ¢ HM3KOI NPOMyCcKHOM cnocobHOCTLIO. K aTon rpynne oTHOCATCS:

Knacc A — akTuBbl, CBsi3aHHblE C DYHKLMOHUPOBAHNEM KPUTMYECKM BaxkHbIX 0ObekToB. Hanpumep,
nepegada KomaHabl, CNOCOOHON MHMLMANU3NpoBaTh AECTPYKTMBHOE BO34ENCTBUE HA OOBEKT Takoro Tuna,
MoxeT BbITb ocyulecTBreHa no CK ¢ HU3kon NponyckHom CnocobHOCTLIO.

Knacc b — akTuBbl, cogepkaliue KrnoyeByo/napornbHyo MHpopMauuio, B TOM YKCIE KUY KpunTorpa-
duyecknx cuctemM 3alnTbl MHOPMaLUKM 1 Naponu JOCTyna K UHbIM akTuBam. Hanpumep, yTeuka Knwouye-
Bon/naponbHoW uWHpopmaumm no CK MoxeT noctaButb Mo4 Yrpo3dy YHKUMOHMPOBaHUE BCEN
WHGOPMAaLMOHHOM CUCTEMBI.

Bubnuorpacusa
[1] PykoBogsawmin LOKYMEHT. BesonacHoCTb MHOPMAaLMOHHBIX TEXHOMNOMMNn. PykoBoACTBO MO (hOPMUPOBAHUIO ce-
MocTexkommceuns Poccun MENCTB Npodhunnen awwmTbl
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KntoueBkle cnoea: CKpbITble KaHalbl, aHalnn3 CKpbITbIX KaHaloB, KJ'IaCCI/Iq)MKaLI,MFl CKpPbITbIX KaHanoB, aTtaku C
MCnoJib30BaHMeEM CKPbITbIX KaHANoB, yrpo3bl ©e3onacHocTH, peanun3dyemMblie C UCNOoNb30BaHNEM CKPbITbIX KaHa-
OB, KJ'IaCCI/I(bI/IKaLI,I/IFl AKTUBOB MO CTerneHn onacHOCTU aTak C UCMNOJ1Ib30OBaHMEM CKPbITbIX KaHarnoB

Pepaktop B.H. Konbicos
TexHuyeckuii pegaktop H.C. puwaHosa
Koppektop M.C. Kabawosea
KomnbtoTepHas BepcTka U.A. HanelkuHou

CpaHo B Habop 29.10.2009.  MopgnucaHo B nevyaTtb 26.11.2009.  dopmaT 60 x 84%. Bymara odcetHas.  apHuTypa Apuarn.
MeyaTb odpceTHasn. Ycn. ney. n. 1,40.  Y4y.-u3g. n. 1,00. Tupax 208 ak3.  3ak. 814.

Oryrn « CTAHOAPTUH®OPM», 123995 Mockea, 'paHaTHbIn nep., 4.
www.gostinfo.ru info@gostinfo.ru
HabpaHo Bo ®I'YMN « CTAHOAPTUH®OPM» Ha M3OBM.
OtneyvataHo B punuane Pryrt « CTAHOAPTUH®OPM» — tun. «MockoBckuii nedatHuky, 1056062 Mockea, J1snuH nep., 6.
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